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FOREWORD

This annual plan outlines the major initiatives, priorities, and challenges of the Department
of the Treasury’s Office of Inspector General for fiscal year 2009.

As we enter fiscal year 2009, the most significant factor affecting our office is the
requirement that we perform reviews of failed financial institutions regulated by Treasury
that result in material losses to the deposit insurance fund (material loss is defined as the
greater of $25 million or 2 percent of an institution’s total assets). During 2008, we
completed a material loss review of NetBank—our first in 6 years. As of mid-November
2008, we are performing five reviews simultaneously. These include our review of
IndyMac Bank with an estimated loss to the deposit insurance fund of $9 billion. Due to
the current financial crises, we expect that a significant number of additional failures
requiring reviews are likely to occur. To staff the five in-progress reviews, we have
deferred important work related to the Department’s anti-money laundering/terrorist
financing mission and a major procurement review requested by the Department.
Additional reviews will result in a cessation of all self-directed and requested work in this
plan and may affect our other mandated work. We have informed the Department, the
Office of Management and Budget, and Congress of this situation.

The year 2008 also profoundly changed Treasury’s role in preserving the integrity of the
nation’s financial markets. The Housing and Economic Recovery Act of 2008 gave
Treasury unprecedented new authorities to address the financial conditions at Fannie Mae
and Freddie Mac. Those authorities were extensively used when the two mortgage giants
were put into conservatorship by their regulator in September 2008. The act also created
a new program—the Capital Magnet Fund—to be administered by the Treasury Community
Development Financial Institutions Fund. The Emergency Economic Stabilization Act of
2008 (EESA) gave the Treasury Secretary $700 billion in authority to, among other things,
(1) purchase capital in qualifying U.S.-controlled financial institutions; (2) buy, maintain,
and sell toxic mortgage-related assets from financial institutions; and (3) develop a
program to guarantee troubled assets originated or issued prior to March 14, 2008,
including mortgage-backed securities. These authorities are intended to bolster credit
availability and address other serious problems in U.S. and world financial markets.

Under EESA, the Department has aggressively moved forward to make capital infusions
through the purchase of senior preferred stock in nine large banks in an effort to loosen up
the credit market. A number of other banks have subsequently sought to participate in the
Capital Purchase Program. Treasury is also implementing the mechanisms to carry out its
other authorities and responsibilities for the Troubled Assets Relief Program (TARP). The
Department plans to rely extensively on the private sector, initially with a small cadre of
Treasury staff to exercise managerial control over the program.
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EESA provides for the appointment of a Special Inspector General to provide oversight of
TARP. It also directs the Government Accountability Office to conduct ongoing monitoring
and report on the program every 60 days.

The projects described in this plan represent, in our judgment, areas of known or emerging
risks and vulnerabilities in the Department. Now more than ever, we encourage Treasury
and bureau management to use the plan to identify areas for self-assessment and to take
corrective measures when vulnerabilities and control weaknesses are identified,
particularly for issues we have identified as significant but, because of limited resources
and the impact of material loss reviews, we do not expect to address this year.

November 2008
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OVERVIEW

Introduction

This planning document outlines the Office of Inspector General’s (OIG) major
initiatives, priorities, and challenges for fiscal year 2009. Its purpose is to give
Treasury officials, the administration, members of Congress, and other stakeholders a
greater understanding of who we are, what we do, and what our intended work is for
fiscal year 2009. Each of the four OIG components (Audit, Investigations, Counsel,
and Management) contributed to developing this plan.

Background

In 1989, the Secretary of the Treasury established OIG in accordance with the 1988
amendments to the Inspector General Act. The act sets out OIG’s major duties and
responsibilities:

e Conducting and supervising audits and investigations

® Providing leadership and coordination of policies that (1) promote economy,
efficiency, and effectiveness in Treasury programs and operations and
(2) prevent and detect fraud and abuse in Treasury programs and operations

® Providing a means for keeping the Secretary and Congress fully and currently
informed about problems and deficiencies in Treasury programs and operations

® Submitting semiannual reports to Congress, through the Secretary, that
(1) summarize OIG activities during the preceding period that disclose problems,
abuses, or deficiencies in the administration of Treasury programs and
operations and (2) contain and discuss OIG recommendations for corrective
action

OIG is headed by an Inspector General, who is appointed by the President with the

advice and consent of the Senate. The Inspector General exercises his or her duties
and responsibilities on behalf of all Treasury operations, except those of the Internal
Revenue Service (IRS).’

' In 1998, through the Internal Revenue Service Restructuring and Reform Act of 1998, Congress
established the Treasury Inspector General for Tax Administration, which exercises authority over IRS
under the Inspector General Act.
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OVERVIEW

OIG has jurisdiction over the following Treasury bureaus:

® Alcohol and Tobacco Tax and Trade Bureau (TTB), which enforces and
administers laws covering the production, use, and distribution of alcohol and
tobacco products and collects excise taxes for firearms and ammunition

e Bureau of Engraving and Printing (BEP), which produces U.S. currency and other
government securities and redeems damaged or mutilated currency for the
public

® Bureau of the Public Debt (BPD), which borrows the money needed to operate
the federal government, accounts for the resulting debt, and provides
reimbursable support services to federal agencies

e Financial Crimes Enforcement Network (FInCEN), which administers the Bank
Secrecy Act (BSA); supports law enforcement, intelligence, and regulatory
agencies in the sharing and analysis of financial intelligence; and builds global
cooperation with financial intelligence units of other countries

e Financial Management Service (FMS), which provides central payment services
to federal agencies; operates the federal government’s collections and deposit
systems; provides governmentwide accounting and reporting services, including
preparation of the Financial Report of the United States Government; and
manages collection of delinquent debt owed the federal government

e U.S. Mint, which produces circulating coinage for use by the general population;
produces and sells commemorative, numismatic, and investment products; and
protects the federal government’s precious metals and other monetary assets
held in its custody

e Office of the Comptroller of the Currency (OCC), which charters, regulates, and
supervises national banks to ensure a safe, sound, and competitive banking
system

e Office of Thrift Supervision (OTS), which charters, regulates, and examines
federal thrift institutions to ensure their safety and soundness
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OVERVIEW

Other offices and programs under OIG jurisdiction include the following:
e Departmental Offices, which formulates policy and manages Treasury operations

e Office of Terrorism and Financial Intelligence (TFl), which develops, organizes,
and implements federal government strategies to combat terrorist financing and
financial crime, both internationally and domestically, and is responsible for
integrating FinCEN, the Office of Foreign Assets Control (OFAC), and the
Treasury Executive Office for Asset Forfeiture (TEOAF)

e Office of International Affairs (IA), which advises on and assists in formulating
and executing U.S. international economic and financial policy

e Exchange Stabilization Fund, which helps the Secretary carry out Treasury
responsibilities regarding formulation and implementation of U.S. international
monetary and financial policy, including exchange market intervention policy

e Community Development Financial Institutions Fund (CDFI Fund), which
provides equity investments, grants, loans, and technical assistance to new and
existing CDFls; provides grants to insured depository institutions to facilitate
investment in CDFI and increase community lending activities; and administers
the New Markets Tax Credit (NMTC) program

® Treasury Working Capital Fund, which is a revolving fund financed by user
entities that provides centralized administrative services across Treasury

e Federal Financing Bank, which was established to centralize and reduce the cost
of federal and federally assisted borrowing and to ensure that such borrowing is
coordinated in a manner to be least disruptive to private financial markets and
institutions

e Treasury Franchise Fund, which is operated as an entrepreneurial government
enterprise and provides common administrative support services (in the areas of
human resources, procurement, accounting, and travel) on a competitive and
fully cost-reimbursable basis

e Office of D.C. Pensions, which makes federal benefit payments associated with
the District of Columbia retirement programs for police officers, firefighters,
teachers, and judges
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OVERVIEW

Organizational Structure and

Fiscal Resources

OIG is headed by the Inspector General. Serving with the Inspector General is the
Deputy Inspector General, who shares responsibility with the Inspector General for
leading the OIG workforce and managing OIG resources.

OIG has four components, which are headquartered in Washington, D.C.:

o (Office of Audit
e Office of Investigations
e Office of Counsel

e Office of Management

For fiscal year 2009, the President’s budget request for direct appropriations for OIG is
$19.4 million.

OIG Performance Measures

OIG established performance measures for fiscal year 2009 for Office of Audit and
Office of Investigations. These measures are discussed below.

Office of Audit Performance Measures

For the Office of Audit, OIG established the following performance and audit workload
measures:

Audit Performance Measure 1: During fiscal year 2009, it is our goal to complete 60
audits and evaluations.

The purposes of audits and evaluations are to (1) promote economy, efficiency, and
effectiveness of Treasury programs and operations; (2) prevent and detect fraud,
waste, and abuse in those programs and operations; and (3) keep the Secretary of the
Treasury and Congress fully informed. Audits and evaluations are also a key element in
fulfilling the federal government’s duty to be accountable to the public.
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OVERVIEW

Audit Performance Measure 2: During fiscal year 2009, it is our goal to complete 100
percent of audits required by statute by the required
date.

Underlying legislation mandating certain audit work generally prescribes, or authorizes
the Office of Management and Budget (OMB) to prescribe, the required completion
date for recurring audits, such as those for annual audited financial statements. For
other types of mandated audit work, such as material loss reviews (MLR) of failed
financial institutions, the legislation generally prescribes a timeframe for issuing a
report (e.g., 6 months for an MLR) from the date of the event that triggers the audit.

Audit Reporting Measure: Monetary Benefits Identified

OIG audits and evaluations may identify questioned costs or make recommendations
that funds be put to better use or that action be taken to generate revenue
enhancements.

A questioned cost is a cost that is disallowed because of (1) an alleged violation of a
provision of a law, regulation, contract, grant, cooperative agreement, or other
agreement or document governing the expenditure of funds; (2) a finding that, at the
time of the audit, such cost is not supported by adequate documentation; or (3) a
finding that the expenditure of funds for the intended purpose is unnecessary or
unreasonable. A recommendation that funds be put to better use is a recommendation
that, if implemented by management, could lead to more efficient use of government
funds. The term “revenue enhancements” means an action recommended by our office
that would, if implemented, increase the General Fund receipts of the federal
government.

Our audit and evaluation reports include, where appropriate, a schedule of monetary
benefits identified.

Office of Investigations Performance Measures

The Office of Investigations is currently revising its performance measures and internal
goals. When established, these new measures and goals will center on investigative
quality.

We also issue Management Implication Reports on suspected or identified weaknesses
or vulnerabilities identified during an investigation that require administrative action to
correct or improve the economy, efficiency, and effectiveness of Treasury programs
and operations.
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OIG CoOMPONENT ORGANIZATIONS AND FISCAL YEAR 2009 INITIATIVES

This section describes the functions, organizational structures, priorities, and fiscal year
2009 initiatives for OIG’s four components.

Office of Audit

The Assistant Inspector General for Audit is responsible for supervising auditing activities
relating to Treasury programs and operations.

The Office of Audit conducts or oversees the conduct of performance, financial,
information technology (IT), and contract audits, as well as evaluations. The purpose of
these audits and evaluations is to improve the quality, reduce the cost, and increase the
integrity of Treasury's programs and operations. The work of the Office is performed in
accordance with the standards and guidelines established by the Comptroller General of
the United States and the President’s Council on Integrity and Efficiency (PCIE).?

Organizational Structure. The Assistant Inspector General for Audit has two deputies—one
for performance audit and the other for financial management and IT audit. The Assistant
Inspector General for Audit's immediate office includes staff responsible for policy,
planning, and quality assurance. In addition to the headquarters office in Washington,
D.C., the Office of Audit has a field office in Boston, Massachusetts.

To supplement its authorized staffing, the Office of Audit uses independent public
accounting firms under contract to perform the Treasury consolidated financial statement
audit and most financial statement audits of Treasury bureaus and other activities required
pursuant to the Chief Financial Officers Act, the Government Management Reform Act,
and other statutes. The Office also uses a contracted independent public accounting firm
to perform the annual independent evaluation required by the Federal Information Security
Management Act of 2002 (FISMA) of the Department’s information security program and
practices for its unclassified systems.

Performance Audit
Under the management and direction of the Deputy Assistant Inspector General for

Performance Audit are four Directors of Audit. The Directors of Audit are responsible for
performance audits conducted by their staff in Washington, D.C., and Boston, and for

2 The Inspector General Reform Act of 2008 (Pub.L. No. 110-409), enacted October 14, 2008, creates a
Council of the Inspectors General on Integrity and Efficiency. Once established, this council will effectively
replace PCIE. The act specifically provides that the executive order that created PCIE will have no force or
effect on and after the earlier of (1) the date on which the Council of the Inspectors General on Integrity
and Efficiency becomes effective and operational as determined by the Executive Chairperson of the Council
or (2) 180 days after the act became law.
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OIG CoOMPONENT ORGANIZATIONS AND FISCAL YEAR 2009 INITIATIVES

coordinating audit planning for their assigned functional areas to ensure that audits of
highest priority are included in the annual plan. The functional areas of the Directors are
described below:

Director, Banking Audit, provides leadership for performance audits of OCC, OTS, IA,
and other banking- and finance-related Treasury components.

Director, Fiscal Service Audit, provides leadership for performance audits of FMS, BPD,
and the CDFI Fund.

Director, Departmental Offices/Manufacturing/Procurement Audit, provides leadership
for performance audits of Treasury’s Departmental Offices, BEP, and the Mint, as well
as for performance audits of procurement activities in all Treasury bureaus and offices.
The Director is also responsible for managing OIG’s contract audit function.

Director, Revenue/Anti-Terrorist Financing and Money Laundering Audit, provides
leadership for performance audits of the operations in all Treasury bureaus, with a
concentration of work in TTB, TFI, FinCEN, OFAC, and TEOAF.

Financial Management and IT Audit

Under the management and direction of the Deputy Assistant Inspector General for
Financial Management and IT Audit are two Directors of Audit. The Directors are
responsible for audits performed by Washington, D.C., staff and for oversight of work
performed by contracted independent public accounting firms. They are also responsible
for planning the audits in their assigned functional areas to ensure that audits of highest
priority are included in the annual plan. The functional areas addressed by each Director
are described below:

Director, Financial Audit, is responsible for performing or providing oversight of
contractors performing the annual audit of the Department's consolidated financial
statements pursuant to the Chief Financial Officers Act and Government Management
Reform Act and for performing or overseeing contractors performing audits of other
components or activities that are material to Treasury or are required to be audited by
other statutes. The Director coordinates with the U.S. Government Accountability
Office (GAO) with respect to its audits of IRS and BPD’s Schedule of Federal Debt, as
the amounts from IRS and BPD’s Schedule of Federal Debt are included in the
Department's consolidated financial statements. The Director is also responsible for
managing OIG’s responsibilities under the Single Audit Act.

Director, IT Audit, conducts or oversees contractors conducting reviews of information
security policies and procedures and the acquisition, use, and disposal of computer and
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OIG CoOMPONENT ORGANIZATIONS AND FISCAL YEAR 2009 INITIATIVES

other IT systems. The Director is also responsible for reviewing overall management of
IT as a capital investment of the Department. The reviews are performed to ensure
that the systems are effective, efficient, productive, and economical; contain adequate
safeguards to protect data integrity and data processing; consistently support Treasury
needs; and are developed and operated in accordance with all applicable policies,
standards, and procedures.

Fiscal Year 2009 Planning Approach. This plan reflects our effort to provide appropriate
audit and evaluation coverage to Treasury and its bureaus given our available resources. In
formulating the plan, we also considered (1) observations and suggestions by our
managers, auditors, and investigators; (2) the Administration’s fiscal year 2009 budget
priorities for Treasury; and (3) recent congressional activity, testimony by Treasury
officials, and remarks by Treasury, OMB, and congressional officials and staff indicating
significant areas of interest.

Key features of this plan include the following:

® Department-wide Perspective. The plan emphasizes the issues of greatest
significance to the Department rather than to individual bureaus.

e (Customer and Stakeholder Participation. We provided a draft plan to Treasury
officials for comment. The Directors and their staffs met with Department and
bureau officials and staff throughout the year to solicit audit suggestions. We also
solicited input from other interested staff with the Treasury Inspector General for
Tax Administration (TIGTA), OIGs for the other federal banking agencies, OMB,
various congressional committees, and GAO.

® Responsiveness to Changing Priorities and Needs. The plan will be subject to
revision throughout the year to accommodate new legislative requirements,
changing bureau missions, and unforeseeable events or high-priority requests for
our audit services.

e Continuity. The plan is a dynamic document that will be updated and continued
beyond fiscal year 2009.

Audit Priorities for Fiscal Year 2009

Priority 1—Audit products mandated by law

Our office must allocate significant resources to meet legislative requirements related to
(1) audited financial statements and financial-related review work; (2) information security;
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OIG CoOMPONENT ORGANIZATIONS AND FISCAL YEAR 2009 INITIATIVES

(3) in certain instances, failed financial institutions; and (4) as a biennial requirement, a
review of Treasury’s privacy and data protection procedures. During fiscal year 2009, we
expect to devote a significant portion of our audit resources to MLRs of failed financial
institutions.

Priority 2— Work requested by Treasury Management, Congress, or Other External Source

We typically receive two to three requests a year by Treasury management or Congress
for specific work. The requested work is often already in our plan, and requires only that
we reprioritize the timing of the work or modify its scope. Other times, the requested
work is in a new area, and we assess whether the work should be undertaken. For
example, during fiscal year 2008, we initiated an audit of contracting for IT services at the
CDFI Fund at the request of its director. We also worked on a review of a Treasury
classified program requested by the Senate Intelligence Committee. With respect to
externally driven work, PCIE and, more recently, the Office of the Director of National
Intelligence have identified work with a broad impact that affects multiple agencies.
During fiscal year 2007, for example, in response to a PCIE initiative, we assessed
Treasury’s progress in implementing OMB Memorandum M-06-016, Protection of Agency
Sensitive Information. During fiscal year 2008, we participated with the Office of the
Director of National Intelligence in a coordinated joint Intelligence Community OIG review
of the process for “nominating” individuals for inclusion on the federal government’s
consolidated terrorist watch list.

Priority 3—Self-Directed Work in Treasury’s Highest-Risk Areas

To the extent resources are available after addressing mandated audit work, we will
undertake audits during fiscal year 2009 to assess the Department's progress in
addressing serious deficiencies and emerging risks. Principal areas we will focus on with
our limited resources are IT security, safety and soundness of financial institutions and
markets, programs to combat terrorist financing/money laundering, and capital
investments.

Relationship of Audit Plan to Treasury Strategic Plan. Treasury’s mission, as stated in its
strategic plan for fiscal years 2007-2012, is to serve the American people and strengthen
national security by managing the U.S. government’s finances effectively, promoting
economic growth and stability, and ensuring the safety, soundness, and security of U.S.
and international financial systems. To accomplish this mission, the Department identified
four strategic goals. As part of our audit planning process, we identified seven core issue
areas that address one or several of Treasury’s strategic goals.
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OIG CoOMPONENT ORGANIZATIONS AND FISCAL YEAR 2009 INITIATIVES

The following table shows the link between specific Treasury strategic goals and OIG
issue areas:

Treasury Strategic Goal OIG Issue Area(s)
e Governmentwide financial services and
Effectively manage U.S. government debt management
finances e Revenue collection and industry
regulation

e Safety, soundness, and accessibility of
financial services
U.S. and world economies perform at full ¢ Domestic and international assistance
economic potential programs
e Bill and coin manufacturing, marketing,
and distribution operations
Prevented terrorism and promoted the e Terrorist financing, money laundering,
nation’s security through strengthened and foreign assets control
international financial systems

e Treasury general management and
infrastructure support (financial
management, information systems
security, and general management)

Management and organizational excellence

The Treasury general management and infrastructure support issue area cuts across all
four of the Department’s strategic goals. It encompasses such activities as financial
management, IT security, capital investments, human capital, initiatives to identify and
reduce improper payments, and procurement.

Audit Initiatives for Fiscal Year 2009. Through our planning process, we identified 38
projects that we will initiate during fiscal year 2009. We also plan to complete work on 67
projects started during fiscal year 2008. Our ability to undertake new self-directed audits
and complete those in progress, however, may be affected by mandated material loss
reviews of failed financial institutions. We identified 116 high-priority projects that must
be deferred because our resources do not permit them to be undertaken in fiscal year
2009. Our in-process and planned work and projects for future consideration are described
in more detail in the OIG Issue Areas and Planned Projects section of this document.

In addition, we will perform a peer review of the National Aeronautics and Space
Administration OIG under the auspices of the PCIE Audit Committee during fiscal year
2009. Also during fiscal year 2009, our Office of Audit will undergo a peer review by the
Department of State OIG. The objective of a peer review is to determine whether the audit
organization under review has an effective quality control system that provides reasonable
assurance that applicable auditing standards and requirements are followed. Under U.S.
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OIG CoOMPONENT ORGANIZATIONS AND FISCAL YEAR 2009 INITIATIVES

generally accepted government auditing standards, each OIG must undergo a peer review
every 3 years.

Office of Investigations

The Assistant Inspector General for Investigations is the senior law enforcement official
responsible for the overall investigative and oversight activities relating to Treasury’s
programs and operations, except for those of IRS.

Organizational Structure. The Assistant Inspector General for Investigations is supported
by a Deputy Assistant Inspector General for Investigations who manages two divisions—
the Investigations Division and the Operations Division. The Office responds to all
allegations of fraud and other crimes from its office in Washington, D.C.

The Role of the Office of Investigations. The Office of Investigations conducts and
provides oversight of investigations relating to programs and operations of the Department
and its bureaus. The Office is responsible for the prevention, detection, and investigation
of fraud, waste, and abuse in Treasury programs and operations.

Types of investigations conducted include allegations of serious employee misconduct,
procurement fraud, and other criminal acts perpetrated by Treasury employees or external
parties. The Office receives and investigates complaints or information from employees,
contractors, members of the public, GAO, and Congress alleging criminal or other
misconduct constituting a violation of laws, rules, or regulations.

The Office performs both reactive and proactive work. The majority of the work is reactive
and involves responding to and mitigating ongoing criminal activity by conducting,
supervising, or otherwise overseeing investigations involving fraud and other crimes.
Proactively, the Office exercises a law enforcement or criminal investigative-oriented
leadership role designed to engage and support Treasury’s bureaus and offices. The
Office’s collective objective is to prevent or deter and detect or identify activities that
range from improper to illegal conduct.

OIG has concurrent responsibility with the Federal Bureau of Investigation to combat fraud
and other crimes that occur within or are directed against the Department’s programs and
operations. Therefore, a significant amount of our work has the potential to be
investigated jointly with the Bureau and other federal law enforcement partners—often as
part of a task force working in close cooperation with the U.S. Department of Justice
(DOJ).
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Investigative Priorities for Fiscal Year 2009

We established the following four overarching investigative priorities for 2009, which are
intended to detect and prevent fraud and other crimes against the Department’s programs
and operations.

Priority 1—Criminal and serious employee misconduct

Investigating complaints involving alleged criminal and other serious misconduct by
employees of the Department is our highest investigative priority. OIG investigates
allegations of the general crimes enumerated in Title 18 of the United States Code, other
federal crimes, alleged violations of the Ethics in Government Act, and allegations of
serious misconduct prohibited by the Standards of Ethical Conduct for Employees of the
Executive Branch. In addition, several bureaus and offices of the Department have
additional rules and regulations relating to ethical standards for their own employees. OIG
also investigates complaints of alleged violations of these rules and regulations.

OIG produces investigative reports that refer criminal and other serious employee
misconduct matters to DOJ for criminal prosecution or civil litigation. If these matters are
declined for action by DOJ, OIG refers them to the Department’s legal and personnel
professionals for administrative adjudication. Their actions range from verbal counseling to
letters of reprimand, suspension, demotion, and removal.

Priority 2— Fraud Involving Contracts, Grants, Guarantees, and Funds

We conduct investigations into allegations of fraud and other crimes involving Treasury
contracts, grants, loan guarantees, and federal funds. Such allegations often involve
contractors who are providing or seeking to provide goods or services to the Department.
Complaints are received from employees, contractors, members of the public, and
Congress alleging criminal or other misconduct constituting a violation of laws, rules, or
regulations.

Priority 3—Financial Programs and Operations Crime

We conduct and supervise a wide variety of investigations relating to the financial
programs and operations of the Department. These programs and operations involve
issuing licenses, providing benefits, and exercising oversight of U.S. financial institutions.
Such investigations are usually conducted jointly with the U.S. Secret Service, Federal
Deposit Insurance Corporation OIG, the Federal Bureau of Investigation, and DOJ.
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Priority 4— Critical Infrastructure and Fiscal Protection
Treasury has an important role in securing the homeland’s financial sector. Our efforts in
this area focus on detecting, investigating, and deterring electronic crimes and addressing

threats to the Department’s critical infrastructure.

Relationship of Investigative Priorities to Treasury Strategic Plan

OIG's four overarching investigative priorities are intended to detect and prevent fraud and
other crimes against the Department’s programs and operations. The following chart
identifies the strategic goals of the Department and provides a crosswalk to our
investigative priorities to demonstrate the relationship between the investigative and policy
priorities.

OIG Investigative Priorities
Fraud Involving
Criminal and Contracts, Financial Critical
Serious Grants, Programs Infrastructure
Treasury Employee Guarantees, and Operations and
Strategic Goal Misconduct and Funds Crimes Fiscal Protection

Effectively managed U.S. \
government finances

U.S. and world
economies perform at full V V
economic potential

Prevented terrorism and

promoted the nation’s

security through N N \
strengthened

international financial

systems

Management and N N
organizational excellence
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Investigative Products

The following table depicts the OIG product and service line, or tools that we use to
address investigative priorities and initiatives.

Remedy Support

Adminis-
Product/Service Definition Criminal Civil trative
An investigation or inquiry conducted
Investigation under the cognizant criminal, civil, or N N N
administrative standards
A report identifying policy or systemic
deficiencies, vulnerabilities, and N N
Management conditions that leave a program or
Implication Report office susceptible to fraud and that is

issued, when warranted as a

byproduct of an investigation

A review or spot check intended to

assess compliance with laws, rules N N
and regulations, and policy

A presentation to employees and

contractors that provides an N
understanding of ethical conduct and

red flags of misconduct

Quality assurance
review

Awareness briefing

Communication

The Office continues to enhance and promote the OIG Hotline as a mechanism that
employees, contractors, and the general public can use to report instances of waste,
fraud, and abuse relating to Treasury programs and operations. The OIG Web site offers
individuals the opportunity to forward complaints and allegations directly to the OIG
Hotline (http://www.ustreas.gov/inspector-general/hotline.shtml).

Office of Counsel

The Counsel to the Inspector General serves as the senior legal and policy adviser to the
Inspector General, Deputy Inspector General, and the Assistant Inspectors General. The
Counsel has responsibility for all legal work in OIG.

The Role of the Office of Counsel. The Office of Counsel provides legal advice on issues
arising during the statutorily mandated investigative, oversight, and audit activities
conducted by the Offices of Audit and Investigations. In addition, the Office of Counsel
provides legal advice on issues concerning government contracts, appropriations, budget
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formulation and execution, disclosure, records retention, tax information safeguards, equal
employment opportunity, and personnel law. The Office is also responsible for reviewing
existing and proposed legislation and regulations that would affect the Department of the
Treasury. The Office represents OIG in administrative proceedings before the Merit
Systems Protection Board and the Equal Employment Opportunity Commission.

The Office manages the OIG ethics program, which includes financial disclosure, training,
and advice on the governing law and regulations. In the area of disclosure law, the Office
of Counsel manages OIG’s Freedom of Information Act (FOIA) and Privacy Act programs.
The Office of Counsel also coordinates document requests from Congress and in
connection with litigation and responds to Giglio requests from DOJ for information on
Treasury personnel.®

Counsel Initiatives for Fiscal Year 2009. The Office of Counsel will support OIG
investigative, oversight, and audit activities by responding to requests for legal advice and
reviewing and processing requests for the issuance of Inspector General subpoenas. In the
area of disclosure, the Office of Counsel will focus resources to provide timely responses
to FOIA and Privacy Act requests and to carry out its litigation responsibilities in Merit
Systems Protection Board and Equal Employment Opportunity Commission cases. Based
on experience, the Office of Counsel expects to process 50 initial FOIA/Privacy Act
requests and eight appeals from those initial responses. In the area of electronic FOIA, the
Office expects to review approximately 50 audit, evaluation, and oversight reports for
posting on OIG’s Web site. The Office of Counsel will continue its review of the Privacy
Act systems of records notices for OIG’s investigative and administrative records systems,
with a view to possible revision; complete Privacy Impact Assessments regarding all OIG
operations; and provide procedural review and training services as the OIG Senior Agency
Official for Privacy. The Office will coordinate with the Department in updating the
Treasury Order and Directives that establish and define OIG’s authority, responsibility, and
organization. Finally, the Office of Counsel will respond to Giglio requests, coordinate
responses to document requests from Congress, and respond to discovery requests arising
from litigation involving the Department and its bureaus. The Office of Counsel will
provide training on the Inspector General Act and other subjects in connection with new
employee orientation and in-service training. The Office will obtain necessary training in
order to provide advice in emerging areas of OIG responsibility. As statutorily mandated,
the Office will review legislative and regulatory proposals and, where appropriate, will
coordinate comments.

3 Giglio v. United States, 405 U.S. 150 (1972), requires the government to provide potential impeachment

evidence to criminal defendants about government employees who may testify at their trials. Such evidence
generally includes specific instances of proven misconduct, evidence of reputation for credibility, prior
inconsistent statements, and evidence suggesting bias.
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Office of Management

The Office of Management coordinates resources and policy activities that support the
OIG mission. Resources and policy activities include administrative services, budget and
finance, human resources, IT, general policies and procedures, and liaison to PCIE and
other organizations.

Organizational Structure. The administrative services function coordinates internal and
external services relating to the acquisition, maintenance, and disposition of all OIG
material assets. This includes procurement of goods and services and all logistics support,
auditor and investigator travel, credentials and official identification issuance, records
management and disposal, facilities management, issuance of OlG-wide policy, health and
safety, and physical and information security at all OIG offices.

The budget and finance function develops, justifies, and presents budget requests to the
Department, OMB, and Congress. Through budget execution, the function determines
annual funding allocations, tracks and analyzes spending patterns, processes financial
documents, and reports on the use of resources.

The human resources function manages internal and external personnel and payroll
services to OIG employees. These services include recruitment and staffing; position
classification and management; employee relations and performance management;
training, awards, and recognition; employee development; benefits; personnel actions
processing; and payroll processing.

The IT function develops and maintains OIG automated data and integrated voice systems.
This includes ensuring electronic infrastructure sufficiency and the proper installation,
support, maintenance, and management of hardware, software, and voice and data
telecommunications.

Management Initiatives for Fiscal Year 2009. The Office of Management will continue to
identify operational efficiencies to improve management support while identifying
opportunities to reduce costs. It will continue to enable OIG to maintain its independence
from Treasury programs and policies and to provide OIG offices with required
administrative support.

For the administrative services function, OIG has a working agreement with the BPD
Administrative Resource Center for procurement, travel, and permanent change-of-station
services on an annual and individual service basis. Additionally, the administrative services
function continues to coordinate efforts for the published policy directives issuance using
plain language, to-the-point style, photos, and graphics and to conduct an annual physical
inventory of certain property.
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For the budget and finance function, OIG has a working agreement with the
Administrative Resource Center for budget execution and accounting services. The
function oversees the use of the Center’s Oracle financial system for OIG, increasing the
timeliness of financial information and providing for reconciling transactions more
efficiently and effectively.

For the human resources function, OIG has a working agreement with the Administrative
Resource Center for a portion of its staffing and classification servicing. OIG and the
Center use Career Connector, the Department’s automated recruitment system, which
facilitates the hiring of employees within 30 days after closing of vacancy
announcements. Additionally, the Center processes OIG payroll and routine personnel
actions and provides benefits and performance management services.

For the IT function, OIG has streamlined operations. Efforts continue to support the
implementation of new management information systems; improve the implementation
and quality of mobile communications; and ensure that automated systems are fully
maintained, up-to-date, operational, and in compliance with all information security
requirements.
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Management and Performance Challenges

Introduction

This section provides our overall assessment of significant management and performance
challenges facing the Department. Following this assessment are brief descriptions of each
OIG issue area, including (1) a description of significant risks to Treasury programs and
operations, (2) in-progress audit and investigative projects and new projects to be started
during fiscal year 2009, and (3) projects identified through our planning process that will
not be undertaken this fiscal year. Our discussion of risks is based principally on (1) prior
audit and investigative work, (2) the initiation of new programs or operations, and

(3) increased funding initiatives in mature programs or operations.

Management and Performance
Challenges

In accordance with the Reports Consolidation Act of 2000, the Inspector General annually
provides the Secretary of the Treasury with his perspective on the most serious
management and performance challenges facing the Department. The Secretary includes
these challenges in the Department’s annual performance and accountability report.

In a memorandum to Secretary Paulson dated October 30, 2008, Treasury Inspector
General Thorson reported two new challenges:

e Management of Treasury’s new authorities related to distressed financial markets
® Regulation of national banks and thrifts

Both of these challenges relate to the crises that began in the subprime mortgage market
and spread more broadly into U.S. and global financial markets.

The Inspector General also continued to report four challenges from last year:

Corporate management
Management of capital investments
Information security

Anti-money laundering and terrorist financing/Bank Secrecy Act enforcement

We removed one previously reported challenge—linking resources to results—based on the
progress the Department has made in implementing managerial cost accounting in its
operations.
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As we have stated in the past, management and performance challenges do not always
represent a deficiency in management or performance. Instead, they can represent
inherent risks associated with Treasury’s mission, organizational structure, or the
environment in which it operates. In this regard, the Department can and should take
steps to mitigate these challenges but may not be able to entirely eliminate them. As
such, they require ongoing management attention.

Management of Treasury’s New Authorities Related to Distressed Financial Markets.
Last year we reported as a matter of increasing concern the deterioration of the real
estate market and its impact on the credit markets. With worsening conditions over the
past year and the impact of the subprime mortgage situation on the broader financial
markets, we elevated this concern to the most serious management and performance
challenge facing the Department.

Treasury, along with the Federal Reserve and the Federal Housing Finance Agency, has
been dealing with multiple financial crises requiring unprecedented actions through the
latter half of fiscal year 2008. In July 2008, Congress passed the Housing and
Economic Recovery Act, which gave Treasury broad new authorities to address the
distressed financial condition of Fannie Mae and Freddie Mac. While the hope at the
time was that Treasury would not need to exercise those authorities, the Federal
Housing Finance Agency put the two mortgage giants into conservatorship less that 6
weeks later, and Treasury agreed to purchase senior preferred stock in the companies,
established a new secured line of credit available to the companies, and initiated a
temporary program to purchase new mortgage-backed securities issued by the
companies.

As the turmoil in the financial markets increased, Treasury and the Federal Reserve
took a number of additional unprecedented actions, including the rescue of Bear
Stearns and American International Group. It became evident that a more systemic,
comprehensive plan was needed to stabilize the financial markets. Treasury sought and
obtained additional authorities through passage of the Emergency Economic
Stabilization Act (EESA), which gave the Treasury Secretary $700 billion in authority
to, among other things, (1) purchase capital in qualifying U.S.-controlled financial
institutions and (2) buy, maintain, and sell toxic mortgage-related assets from financial
institutions. These authorities are intended to bolster credit availability and address
other serious problems in U.S. and world financial markets.

The Department has aggressively moved forward to make capital infusions through the
purchase of senior preferred stock in nine large banks in an effort to loosen up the
credit market. A number of other banks have subsequently sought to participate in the
Capital Purchase Program. The Department is also implementing the mechanisms to
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carry out its other authorities and responsibilities for the Troubled Assets Relief
Program (TARP). It plans to rely extensively on the private sector, initially with a small
cadre of Treasury staff to exercise managerial control over the program. With the
hundreds of billions of dollars involved, the need to move quickly, and so much of the
program to be managed by financial agents and contractors, the risk is high that
Treasury objectives will not be achieved or that taxpayer dollars will be wasted.
Accordingly, Treasury needs to ensure that strong controls are in place and that its
managerial oversight is effective.

Additionally, the act provides for the appointment of a Special Inspector General to
provide oversight of this program. It also directs GAO to conduct ongoing monitoring
and report on the program every 60 days.

While the structure and execution of the EESA is still unfolding, it appears that
Treasury will be relying to some extent on OCC and OTS to both evaluate their
supervised institutions for participation in TARP and to monitor their compliance with
the requirements for participation and the use of the capital that Treasury provides,
including requirements related to limits on executive compensation. If this approach is
to be effective, close coordination between the Treasury team managing
implementation of the EESA, OCC, and OTS (as well as the other federal banking
agencies) will be necessary.

Going forward, sound administration of the significant taxpayer dollars committed to
this rescue effort will clearly be Treasury’s most significant management challenge.
Furthermore, given the rapidly changing conditions in the financial markets and the
coming change in administrations, establishment of a sustainable leadership team as
quickly as possible to manage this program is essential.

Regulation of National Banks and Thrifts. Since September 2007, nine Treasury-
regulated financial institutions have failed, with total estimated losses to the deposit
insurance fund exceeding $10 billion. Predictions are that many more will fail before
the economy improves. This situation is in sharp contrast to the one that has existed
over the past 5 years, when relatively few and much smaller Treasury-regulated
financial institutions failed.

While there are many factors that have contributed to the current turmoil in the
financial markets, Treasury’s regulators, OCC and OTS, did not identify early or force
timely correction of the unsafe and unsound practices by institutions under their
supervision. The irresponsible lending practices by many institutions that contributed to
the current crisis are now well-recognized —including degradation of underwriting
standards, loan decisions based on factors other than the borrowers’ ability to repay,
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Ill

and with the ready availability of investor financing, a mentality of “originate to sel
instead of the more prudent “originate to hold”. At the same time, financial institutions
engaged in other high-risk activities, including concentrating high percentages of their
assets in areas such as commercial real estate and relying excessively on unpredictable
brokered deposits to fund rapid growth.

The banking industry will continue to be under pressure over the next several years.
For example, OCC, OTS, and the other federal banking regulators recently reported
that 2007 data for shared national credits (loan commitments of $20 million or more
that are shared by three or more federally supervised institutions) showed a large
increase in volume during the year, with shared credits now totaling $2.8 trillion (a
22.6 percent increase over 2006). The regulators also reported a significant
deterioration in the quality of these credits. It has also been reported that the next
substantial stress to financial markets will come from troubled credit card debt and
auto loans, and this may significantly impact those financial institutions that previously
had limited exposure to the subprime mortgage crises.

Our office is mandated to look into Treasury-regulated bank failures that result in
material losses to the deposit insurance fund. During the last 6 months, we completed
a review of the NetBank failure and are currently engaged in five other reviews. These
reviews are useful in identifying the causes for failures and assessing the supervision
exercised over a particular failed institution. OCC and OTS have been responsive to our
recommendations for improving supervision. However, these reviews do not address
supervisory effectiveness overall. It is therefore essential that OCC and OTS take a
critical look at their respective and collective supervisory processes to identify (1) why
those processes did not prevent or better mitigate the unsafe and unsound practices
that led to the current crisis and (2) what can be done to better protect the financial
health of the banking industry.

Recognizing that the focus of EESA is on the current crisis, another consideration is
the need for Treasury to identify, monitor, and manage emerging domestic and global
systemic economic risks, which may go beyond the current U.S. regulatory structure.
Treasury, in concert with its regulatory partners, needs to diligently monitor both
regulated and unregulated products and markets for new systemic risks that may
require action.

Corporate Management. Starting in 2004, we identified corporate management as an
overarching management challenge. In short, Treasury needs to provide effective
corporate leadership in order to improve performance as a whole. Inherent in this is the
need for clear lines of accountability between corporate, bureau, and program office
management; enterprise solutions for core business activities; and effective oversight
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of capital investments and information security. With nine bureaus and numerous
offices, Treasury is a highly decentralized organization. As we reported last year, the
Department has made progress in building up a sustainable corporate control structure.
The challenge continues to be maintaining emphasis on corporate governance,
particularly as the Department develops the infrastructure to carry out its vastly
expanded role in addressing the current economic crisis and as key management
officials turnover with the change of administration.

Management of Capital Investments. Managing large capital investments, particularly
IT investments, is a difficult challenge for any organization, public or private. In prior
years, we have reported on a number of capital investment projects that either failed or
had serious problems. In light of this, with hundreds of millions of procurement dollars
at risk, Treasury needs to exercise continuous vigilance in this area as it proceeds with
its (1) transition to a new telecommunications contract (TNet) under the General
Services Administration’s Networx program, a transition that has already experienced
delays; (2) implementation of enhanced information security requirements; (3) the
expected renovation of the Treasury Annex; and (4) other large capital investments.

During the last year, the Department reinstituted a governance board consisting of
senior management officials to provide executive decision-making on, and oversight of,
IT investment planning and management and to ensure compliance with the related
statutory and regulatory requirements.

Information Security. While improvements have been made, by its very nature
information security will continue to be a management challenge to the Department.
Our fiscal year 2008 audit addressing the objectives of FISMA and OMB requirements
found that Treasury’s non-IRS bureaus made progress in improving information security
controls and practices.

Notably, during the past year Treasury strengthened its inventory reporting and Plan of
Action and Milestones processes for tracking and correcting security weaknesses.
However, our audit found that (1) minimum security control baselines were not
sufficiently documented, tested, and/or implemented as required; (2) computer security
incidents were not consistently reported timely or correctly categorized; (3) common
security configuration baselines were not fully compliant; and (4) federal desktop core
configurations were not fully implemented. Treasury management has indicated its
commitment to address these issues.

Anti-Money Laundering and Terrorist Financing/BSA Enforcement. As reported in
previous years, Treasury faces unique challenges in carrying out its responsibilities
under BSA and the USA Patriot Act to prevent and detect money laundering and
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terrorist financing. While FinCEN is the Treasury bureau responsible for administering
BSA, a large number of federal and state entities participate in efforts to ensure
compliance with BSA, including the five federal banking regulators, IRS, the Securities
and Exchange Commission, DOJ, and state regulators. Many of these entities also
participate in efforts to ensure compliance with U.S. foreign sanction programs
administered by OFAC.

The dynamics and challenges for Treasury of coordinating the efforts of multiple
entities, many external to Treasury, are difficult. In this regard, FiInCEN and OFAC
entered into memoranda of understanding (MOU) with many federal and state
regulators in an attempt to build a consistent and effective process. However, these
MOUs are nonbinding (and without penalty), and their overall effectiveness have not
been independently assessed.

Furthermore, the USA Patriot Act has increased the types of financial institutions
required to file BSA reports. In fiscal year 2007, nearly 18 million BSA reports were
filed. Although these reports are critical to law enforcement, past audits have shown
that many contain incomplete or erroneous data. Past audits have also shown that
regulators’ examination coverage of financial institutions’ compliance with BSA has
been limited.

Given the criticality of this management challenge to the Department’s mission, we
continue to consider BSA and OFAC programs as inherently high-risk. Further adding to
this risk in the current environment is the risk that financial regulators and examiners
may lessen their attention on BSA compliance as they address safety and soundness
concerns.
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Infrastructure Support—Financial Management

Office of Audit Contact: Michael P. Fitzgerald, Director of Financial Audit, (202) 927-5789
Office of Investigations Contact: Matthew L. Issman, Assistant Inspector General for Investigations, (202) 927-6524

Issue Area Discussion

Legislative Mandates. Financial audits are required for the Department and certain
component entities pursuant to various statutes and other reporting requirements. The
annual audit of Treasury’s consolidated financial statements is performed pursuant to the
requirements of the Government Management Reform Act. OMB also designated IRS as a
Treasury component entity required to issue stand-alone audited financial statements
under the act. Other Treasury component entities required to have stand-alone audited
financial statements are BEP, the Exchange Stabilization Fund, the Federal Financing Bank,
the Mint, the Treasury Forfeiture Fund, the Office of the District of Columbia Pensions, the
CDFI Fund, OCC, and OTS. In addition, certain accounts and activities of BPD and FMS
that are material to the Department’s financial statements are audited separately.
FinCEN's financial statements are audited as a management initiative.

The Federal Financial Management Improvement Act of 1996 (FFMIA) requires that our
annual audits of Treasury’s financial statements report on whether Treasury financial
management systems comply with federal financial management systems requirements,
applicable federal accounting standards, and the standard general ledger at the transaction
level. FFMIA also requires that our semiannual reports to Congress include instances when
the Department has not met targets for making its accounting systems compliant with
FFMIA requirements.

Independent public accounting firms, GAO, and OIG perform the financial statement
audits. The independent public accounting firms, under OIG supervision, audit the
Department’s consolidated financial statements and the financial statements of
component entities except for: IRS’s financial statements and BPD’s Schedule of Federal
Debt, which are audited by GAO; and the Mint’s Schedule of Custodial Deep Gold and
Silver Reserves, which is audited by OIG staff.

Program Responsibilities. The Department has responsibility for certain recently
implemented government programs. These programs may generate complex accounting
and auditing issues that must be closely monitored and ultimately resolved as part of the
audit of Treasury’s consolidated financial statements. Programs that will be reviewed as
part of the audit of the fiscal year 2009 Department-wide financial statements include the
following:

® Program Implemented Under the Terrorism Risk Insurance Act of 2002, Terrorism
Risk Insurance Extension Act of 2005, and Terrorism Risk Insurance
Reauthorization Act of 2007. The purpose of the program enacted under the
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Terrorism Risk Insurance Act is to stabilize market disruptions that result from acts
of terrorism. The program, which is temporary and has a $100 billion cap, would
pay 85 percent of the insured losses arising from acts of terrorism above insurers’
deductibles.

® Programs Enacted Under the Housing and Economic Recovery Act of 2008. The
Housing and Economic Recovery Act of 2008 gave Treasury broad authorities to
address the troubled government-sponsored housing enterprises, Fannie Mae and
Freddie Mac.* The act also created the Capital Magnet Fund, to be administered by
the CDFI Fund. The Capital Magnet Fund is to be funded through a small
percentage of new business purchases by Fannie Mae and Freddie Mac to provide
grants for attracting private capital for and increase investment in low-income
housing and economic development activities or community service.

Treasury has taken on an important role to complement the Federal Housing
Finance Agency’s September 2008 decision to place Fannie Mae and Freddie Mac
into conservatorship. First, Treasury agreed to purchase senior preferred stock in
the companies as necessary to ensure that each company maintains a positive net
worth. Second, it established a new secured lending credit facility that will be
available to the two companies and the Federal Home Loan Banks for short-term
loans. Third, to further support the availability of mortgage financing for millions of
Americans, Treasury initiated a temporary program to purchase new mortgage-
backed securities issued by the companies. From a financial accounting standpoint,
OMB determined that the business operations assets and liabilities of Fannie Mae
and Freddie Mac will not be included in the budget and the federal government’s
financial statements. However, all current and projected liabilities and cash flows
between the government sponsored enterprises and the government are to be fully
reflected and explained.

® Programs Authorized by the Emergency Economic Stabilization Act of 2008. ESSA
gave Treasury $700 billion in authority to, among other things, establish TARP to
(1) purchase capital in qualifying U.S.-controlled financial institutions; (2) buy,
maintain, and sell toxic mortgage-related assets from financial institutions; and (3)
develop a program to guarantee troubled assets originated or issued prior to
March 14, 2008, including mortgage-backed securities. With respect to the
guarantee program, Treasury is to establish and collect premiums from participating
financial institutions. EESA further provides for a Troubled Assets Insurance
Financing Fund for the purpose of depositing the premiums and making payments
to fulfill guarantee obligations.

4 Pub. L. No. 110-343.
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EESA requires that TARP prepare financial statements annually to be audited by
GAO.

Working Capital Fund. The Department maintains the Working Capital Fund, which was
established in 1970 to centrally provide common administrative services across the
Department, achieve economies of scale, and eliminate duplication of effort and
redundancies. Services in the fund include telecommunications, printing, duplicating,
graphics, computer support/usage, personnel/payroll, automated financial management
systems, training, short-term management assistance, procurement, IT services, equal
employment opportunity services, and environmental health and safety services. These
services are provided on a reimbursable basis to Treasury components at rates that
recover the fund’s operating expenses, including accrual of annual leave and depreciation
of equipment. For fiscal year 2007, Working Capital Fund expenses were approximately
$230 million.

Improper Payments. Erroneous payments in federal programs can result from payments to
ineligible program beneficiaries, over- or underpayments to beneficiaries, or duplicate
payments. The Improper Payments Information Act of 2002 requires agencies to annually
review all programs vulnerable to significant erroneous payments and estimate the extent
of erroneous payments.® Agencies estimating more than $10 million in erroneous
payments are required to send a report to Congress and to develop a plan for reducing
those payments. The Administration has made the reduction of improper and erroneous
payments a focus of the President’s Management Agenda. OMB reported that for fiscal
year 2007, the total federal improper payment rate was 3.5 percent and total improper
payments equaled $55 billion. These numbers represented a 4.4 percent reduction in the
total rate of improper payments reported since fiscal year 2004 but an increase in the
dollar value because of inclusion of new programs, such as the fee-for-service portion of
the Medicaid program in 2007. For fiscal year 2007, Treasury reported that no non-IRS
programs or activities were at high risk for significant erroneous payments.

Known Weaknesses. The Department received an unqualified audit opinion on its fiscal
year 2008 consolidated financial statements. The independent public accounting firm’s
audit report disclosed the following material weakness, other significant deficiencies, and
instances of noncompliance with laws and regulations exclusive of FFMIA:

Material Weakness

® Financial management practices at IRS (repeat condition)

5 Pub. L. No. 107-300.
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Other Significant Deficiencies

® Financial management practices at the Department level
e Controls over foreign currency transactions

Instances of Noncompliance With Laws and Regulations Exclusive of FFMIA

® Noncompliance with Internal Revenue Code Section 6325 related to untimely
release of federal tax liens (repeat condition)

The firm also reported that the Department’s financial management systems did not
substantially comply with the requirements of FFMIA. In addition, the firm reported an

instance of a potential Anti-deficiency Act violation related to transactions and activities of
FinCEN.

In-Progress and Planned
Fiscal Year 2009 Projects

Audits of Financial Statements for the Department and of Financial Statements or
Schedules for Component Entities and Activities (In Progress)

Audit Objective: To determine whether the financial statements and schedules are fairly
presented in all material respects. The audits will also report on internal control,
compliance with laws and regulations, and compliance with FFMIA. During fiscal year
2009, we will complete audit work for the fiscal year 2008 financial statements and
schedules. We will also begin audit work for the fiscal year 2009 financial statements and

schedules. We expect that these projects will require 8,850 hours by OIG staff during the
fiscal year.

Single Audit Act Activities (Ongoing)

Audit Objective: To ensure that action is taken on findings related to Treasury programs
identified by Single Audits of state and local governments. We expect that this activity
will require 100 hours.

Note: Our capacity to undertake the following projects during fiscal year 2009 is contingent
on whether additional MLRs are required.
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Treasury’s Implementation of the Improper Payments Information Act

Background. An improper payment is any payment that should not have been made or that
was made in an incorrect amount under statutory, contractual, administrative, or other
legally applicable requirements. Incorrect amounts can be either overpayments or
underpayments (including inappropriate denials of payment or service). An improper
payment includes any payment that was made to an ineligible recipient or for an ineligible
service, duplicate payments, payments for services not received, and payments that are
for the incorrect amount. In addition, when an agency’s review is unable to discern
whether a payment was proper as a result of insufficient or lack of documentation, this
payment is also considered erroneous. The purpose of the Improper Payments Information
Act of 2002 is to eliminate improper payments and enhance the accuracy and integrity of
federal payments. In August 2006, OMB consolidated its implementation requirements for
the act in appendix C to OMB Circular A-123, Management’s Responsibility for Internal
Control.

Audit Objective: To determine whether the Department has implemented an effective
process to assess the risk of improper payments by its offices and bureaus pursuant to the
Improper Payments Information Act of 2002 and OMB requirements. We expect that this
project will require 800 hours.

Projects Under Consideration for

Future OIG Annual Plans
Treasury’s Working Capital Fund (In Progress— Suspended)

Audit Objective: To determine whether the costs that the Department’s Working Capital
Fund charges to bureaus are consistent with the costs the fund incurs for projects it
performs on their behalf. Specifically, we plan to review in phases (1) the existence,
timeliness, and consistency of reconciliations between the actual costs incurred by the
fund and costs billed to bureaus; (2) whether costs charged by the fund are appropriate;
(3) whether costs charged by the fund to specific bureaus are supported by appropriate
documentation; and (4) the reasonableness of assumptions, data, processes, or models
used by the fund to estimate its annual costs. This project is a joint effort with TIGTA.
During fiscal year 2008, we issued a report addressing the second and third objectives.
Due to other high-priority work, we do not expect to resume our review of the first and
fourth objectives during fiscal year 2009.

TREASURY OIG FiscaAaAL YEAR 2009 ANNUAL PLAN

Page 28



OIG IssUE AREAS AND PLANNED PROJECTS

Treasury General Management and Infrastructure Support—Financial Management

Treasury’s Implementation of Managerial Cost Accounting

Background. Managerial cost accounting involves the accumulation and analysis of
financial and nonfinancial data, resulting in the allocation of costs to organizational
pursuits such as performance goals, programs, activities, and outputs, and should be a
fundamental part of a financial/performance management system. Both our office and
GAO have reported the need for Treasury to implement managerial cost accounting in a
more effective manner. The Department developed a high-level managerial cost accounting
implementation plan and established a Chief Financial Officer’'s Council Workgroup to
address managerial cost accounting requirements within Treasury. This workgroup
comprises representatives from all Treasury offices and bureaus and is led by the Deputy
Chief Financial Officer. We are also participating with the workgroup in an advisory
capacity.

Audit Objective: To assess the Department’s progress in implementing managerial cost
accounting in a comprehensive and effective manner. We expect that this project will
require 1,200 hours.
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Issue Area Discussion

Threats to Treasury’s information systems include terrorists, criminals, and computer
hackers. Such external threats are likely to increase, given that hacking tools are becoming
more readily available and relatively easy to use. In addition, information security systems
face potential threats from insiders (i.e., authorized users) who have significant knowledge
of Treasury’s systems and their operation. Because of the nature of Treasury’s missions,
top-notch information security is paramount to prevent malicious outsiders or insiders from
doing the following:

e Disrupting key Treasury functions (e.g., collection of revenues, issuing payments,
managing the government’s cash, making money, preventing financial crimes);

e Compromising classified or confidential Treasury information

e Obtaining or disclosing sensitive or private citizen information

® Destroying or altering information needed to accomplish Treasury’s missions
® Stealing valuable equipment or technology

® |nappropriately using Treasury resources

In addition, certain technologies (e.g., wireless networks) that have provided greater
convenience and accessibility to Treasury users have also increased the vulnerability of
Treasury information and resources. Because IT plays a crucial role in accomplishing all of
Treasury’s strategic objectives and activities, it is vital for Treasury to have an information
security program that ensures the integrity of Treasury’s information systems and the
reliability and confidentiality of its data.

Legislative Mandate. FISMA requires Treasury to have an annual independent evaluation of
its information security program and practices to determine their effectiveness. TIGTA
conducts the evaluation of IRS. A contractor under our oversight conducts the evaluation
as it pertains to Treasury’s non-national security systems. In addition, our contractor
incorporates the results of TIGTA’s evaluation of IRS in Treasury’s overall results. The
fiscal year 2008 FISMA audit performed by our contractor included reviews of security of
personally identifiable information, Treasury’s security controls for federal information
systems, and the critical infrastructure protection program. In addition to the FISMA audit,
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we conducted evaluations with OIG staff pertaining to national security systems, including
those under the purview of the Assistant Secretary for Intelligence and Analysis. The
Director of National Intelligence prescribes the annual deadline for the intelligence program
evaluations. OMB sets the deadlines for all other FISMA evaluations.

e Known Weaknesses

Based on the results of the 2008 FISMA audit of Treasury, including TIGTA’s
evaluation of IRS’s systems, we reported that Treasury’s information security
program was in place and generally consistent with FISMA. However, we identified
areas where Treasury’s non-IRS unclassified systems required additional steps to
ensure that Treasury’s information security risk management program and practices
fully comply with applicable National Institute of Standards and Technology
standards and guidelines and FISMA requirements. Specifically, (1) National
Institute of Standards and Technology Federal Information Processing Standard 200
minimum security control baselines were not sufficiently documented, tested,
and/or implemented; (2) computer security incidents were not consistently reported
timely or correctly categorized; (3) common security configuration baselines were
not fully compliant; and (4) federal desktop core configurations were not fully
implemented.

TIGTA reported that IRS had made significant improvements in the areas of security
identified as needing improvement in its 2007 FISMA evaluation and had improved
the efficiency of its certification and accreditation process. Additionally, TIGTA
found that IRS had completed certification and accreditation for the last of its
systems. TIGTA noted that the most significant area of concern was IRS’s
implementation and configuration management standards.

In-Progress and Planned
Fiscal Year 2009 Projects
FISMA Independent Audit—Non-National Security Systems (Ongoing)

Audit Objective: To determine whether Treasury’s information security program and
practices, as they relate to Treasury’s non-national security systems, are adequate. In
addition, the contractor will determine the progress made in resolving previously reported
FISMA weaknesses. We expect that 600 OIG staff hours will be needed to provide
guidance and oversight to the contractor during fiscal year 2009.
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FISMA Independent Evaluation— Non-Intelligence National Security Systems (Ongoing)

Evaluation Objective: To determine whether Treasury’s information security program and
practices, as they relate to Treasury’s non-intelligence national security systems, are
adequate. In addition, we will determine the progress made in resolving previously
reported FISMA weaknesses. We expect that the 2009 evaluation will require a total of
400 hours.

FISMA Independent Evaluation—Intelligence National Security Systems (Ongoing)

Evaluation Objective: To determine whether Treasury’s information security program and
practices, as they relate to Treasury’s intelligence national security systems, are adequate.
In addition, we will determine the progress made in resolving previously reported FISMA
weaknesses. We expect that the evaluation will require a total of 400 hours.

Penetration Testing and Vulnerability Assessments (Ongoing)

Audit Objective: To determine whether sufficient protections exist to prevent intrusions
into Treasury bureaus’ networks, systems, or computer equipment. To accomplish this
objective, we will identify and exploit existing vulnerabilities in IT Infrastructure to
determine whether network-connected systems are (1) secure from unauthorized intrusion
and misuse, (2) vulnerable to malicious security attacks, or (3) accessible through
unauthorized or misconfigured paths (i.e., back doors into the network from the Internet or
adjacent networks). Specifically, we will perform a coordinated network security test by
conducting automated and manual vulnerability assessments and exploitation. For fiscal
year 2009, we plan to conclude a review at TTB and perform audits at OTS and CDFlI
Fund. We expect that these three evaluations will require a total of 2,000 hours.

Disaster Recovery Exercises (Ongoing)

Audit Objective: To determine whether Treasury and its components can recover their
operations in the event of a disaster (e.g., terrorist attacks, severe weather events). We
will observe scheduled disaster recovery exercises on a selective basis. In fiscal year
2009, we plan to observe one exercise. We expect the observation and related testing to
require 400 hours.

Database Security Controls

Audit Objective: To determine whether the Department and its bureaus have adequate
security controls over their database servers, which contain sensitive and vital
information, to protect against unauthorized access, manipulation, or theft. For fiscal year
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2009, we plan to perform an audit at FMS. We expect that this project will require 1,600
hours.

Computer Incident Response Capability

Background. According to National Institute of Standards and Technology, computer
security incident response has become an important component of IT programs because
attacks frequently compromise personal and business data. Treasury must comply with
laws, regulations, and policy directing a coordinated, effective defense against information
security threats. FISMA requires agencies to have procedures for detecting, reporting, and
responding to security incidents. Appendix Ill to OMB Circular A-130, Security of Federal
Automated Information Resources, requires that agencies establish, as part of a system
security plan, an incident response capability. Due to a recent change in the threat
environment, OMB has mandated additional security incident-related guidance. The
guidance is designed to improve incident reporting and require implementation of
safeguards to specifically protect information about the public that is maintained by
federal agencies. In addition, Cyber Security Incident Handling Guidelines and
Clarifications for Treasury Directive Publication 85-01, issued on January 8, 2008,
provides guidance to the Department and its bureaus on responding to and reporting
security incidents that affect Treasury’s ability to conduct its mission.

Audit Objective: To determine whether the actions taken by Treasury’s incident response
team can ensure that (1) assets are adequately monitored and protected; (2) the computer
incident, intrusion detection, or emergency response process policies and procedures are
consistent with Treasury and other federal standards; (3) tools necessary to prevent or
detect an attempted computer incident or intrusion have been purchased and appropriate
users have been adequately trained; (4) roles and responsibilities of key positions
necessary to respond to a computer incident, intrusion, or emergency have been
developed and communicated; (5) computer incidents, intrusion attempts, and
emergencies are elevated to appropriate management levels consistent with Treasury and
other federal standards. We expect that this project will require 1,000 hours.

TNet Implementation

Background. Treasury; Treasury bureaus; non-Treasury financial, enforcement and
economic organizations; and onsite contractors encompass approximately 184,000 users
who need telecommunication services. A net customer growth factor of 3 or 4 percent a
year is expected. Many telecommunications services are currently provided through the
Treasury Communications System and Digital Telecommunications System. Treasury
procured TNet through the General Services Administration’s Networx Universal contract
and selected AT&T as the vendor. Transition from the Treasury Communications System
was scheduled to begin in November 2007 and be completed in July 2008, with the
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Treasury Communications System shutdown scheduled for October 2008. A revised
timeline was devised to take additional security requirements into account. Additional
delays encountered during the certification and accreditation process have delayed the
beginning of the transition period to October 2008. TNet is expected to provide a basic
service tailored to a site’s network availability, bandwidth, class of service, and help desk
support requirements. In addition, some enhanced services will be offered.

Audit Objective: To determine whether Treasury is managing the transition to TNet in a
manner that (1) ensures that users will have the services they require without disruption,
(2) provides adequate security for sensitive Treasury information, (3) results in volume
discounts, and (4) improves the integration of Treasury systems. We expect that this
project will require 1,600 hours.

Projects Under Consideration for

Future OIG Annual Plans
Security of Personally Identifiable Information/Section 522

Background. Stolen social security numbers, names, addresses, birthdates, and other
personal data are used to perpetrate identity theft and to invade privacy. Recent events in
the private sector and the federal government have demonstrated that unauthorized
parties can successfully remove or steal this kind of information and place millions of
citizens at risk. To address these issues at the federal level, OMB issued M-07-16,
Safeguarding Against and Responding to the Breach of Personally Identifiable Information,
which reminds agencies of the requirements of FISMA and the Privacy Act of 1974. In
particular, it reminds agencies of the need to reduce the volume of collected and retained
personally identifiable information and the collection and use of social security numbers. In
addition, it requires agencies to establish a breach notification policy within 120 days of
the issuance of the memorandum and sets forth a framework for agencies to use to
develop this policy. M-07-16 also establishes new incident handling and reporting
requirements and requires establishment of policy pertaining to individuals who can access
personally identifiable information.

Additionally, the Transportation, Treasury, Independent Agency, and General Government
Appropriation Act, 2005 required that within 12 months of the law’s enactment (by
December 2005), covered agencies were to have established and implemented
comprehensive privacy and data protection procedures governing the collection, use,
sharing, disclosure, transfer, storage, and security of information in an identifiable form
relating to the agency employees and the public.® The act, as amended, also requires that
an independent evaluation periodically be made of (1) the agency’s use of information in

8 Pub. L. No. 108-447, div. H.
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identifiable form and (2) the privacy and data protection procedures of the agency. We are
currently conducting this review as part of the fiscal year 2008 FISMA audit, which will
be completed in fiscal year 2009.

Audit Objective: To determine whether Treasury has (1) met the requirements of the
Privacy Act of 1974 and OMB M-07-16 and (2) properly secured or mitigated risks
pertaining to personally identifiable information. We expect that this project will require
1,200 hours.

Treasury’s Capital Planning and Investment Control Process

Audit Objective: To determine whether the Department is appropriately managing its
capital planning and investment process for IT projects. In addressing this objective, we
will determine whether the Department is effectively focusing on system life-cycle security
needs and can support the requested funding to address IT security weaknesses. We
expect that this project will require 1,000 hours.

Web Servers— Controls and Security

Audit Objective: To determine whether Treasury and its bureaus have adequate security
controls over its Web servers, which provide Internet users access to Treasury information
and services, to protect against unauthorized access or malicious attacks from outside
users. We expect that this project will require 2,000 hours.

Treasury’s Enterprise Environment

Audit Objective: To determine whether the Treasury Chief Information Officer and bureau
Chief Information Officers have implemented an enterprise environment framework that
eliminates redundancy, reduces cost, improves quality and timeliness of information,
enhances system integration, and properly secures information. We expect that this
project will require 1,600 hours.

Data Centers — Security Reviews

Audit Objective: To determine whether physical and logical controls have been
implemented to protect bureau data centers from malicious intrusions, destruction or
disclosure of sensitive data, and theft or damage to valuable assets. Specifically, we plan
to review (1) organization and management, (2) computer operations, (3) physical
security, (4) environmental controls, (5) hardware and software inventory management,
and (6) continuity of operations. We expect that this project will require 1,600 hours per
data center.
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Wireless Network Security Initiative

Investigative/Audit Objective: To determine whether (1) the use of wireless networks at
Treasury and its bureaus is exposing sensitive information to increased security risks (e.g.,
unauthorized disclosure, exploitation by cyber criminals); (2) there are any unauthorized
wireless networks on Treasury premises; and (3) Treasury has established adequate policy
and oversight regarding wireless networking. We expect that this project will require 800
hours.

Configuration Management Practices

Audit Objective: To determine whether standard baseline configurations for assets under
bureau control have been developed, tested, implemented, maintained, and monitored by
the bureaus. We expect that this project will require 400 hours.

Equipment Disposal Process

Audit Objective: To assess Treasury’s media sanitation process. Specifically, we wiill
examine the process used for sanitation and disposal decisions, considering the security
categorization of the associated system’s confidentiality. We expect that this project will
require 400 hours.

Common Identification Standard for Federal Employees and Contractors (HSPD-12)

Background. Wide variations in the quality and security of forms of identification used to
gain access to secure federal and other facilities where there is potential for terrorist
attacks need to be eliminated. Therefore, in August 2004, the President issued Homeland
Security Presidential Directive 12, Policy for a Common Identification Standard for Federal
Employees and Contractors. To enhance security, increase government efficiency, reduce
identity fraud, and protect personal privacy, the directive established a mandatory
governmentwide standard for “secure and reliable forms of identification”. According to
the directive, “secure and reliable forms of identification” means identification that (1) is
issued based on sound criteria for verifying an individual employee’s identity; (2) is
strongly resistant to identity fraud, tampering, counterfeiting, and terrorist exploitation;
(3) can be rapidly authenticated electronically; and (4) is issued only by providers whose
reliability has been established by an official accreditation process. A fiscal year 2007
TIGTA audit found that IRS has been experiencing delays in issuing new identification
cards to employees and contractors.’

7 Progress Has Been Slow in Meeting Homeland Security Presidential Directive-12 Requirements, 2007-20-
110 (June 20, 2007).
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Audit Objective: To determine what steps Treasury has taken to implement the
requirements set forth in Homeland Security Presidential Directive 12, Policy for a
Common Identification Standard for Federal Employees and Contractors. We expect that
this project will require 1,500 hours.

Treasury Implementation of IPv6

Background. Internet Protocol version 6 is the next generation protocol designed by the
Internet Engineering Task Force to replace the current protocol, version 4.2 Most of
today’s Internet uses version 4, which is now nearly 20 years old. Version 6 fixes a
number of problems in version 4, such as the limited number of available version 4
addresses. Version 6 is expected to gradually replace version 4, with the two coexisting
for a number of years during a transition period. OMB set a June 2008 deadline for civilian
agencies to add the new technology to their networks.

Audit Objective: To determine what steps Treasury has taken to prepare for
implementation of Internet Protocol version 6 throughout the Department. We expect that
this project will require 1,500 hours.

8 The Internet Engineering Task Force is a large open international community of network designers,
operators, vendors, and researchers concerned with the evolution of Internet architecture and the smooth
operation of the Internet.
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Issue Area Discussion

In addition to financial management and information systems security, the Treasury
General Management and Infrastructure Support issue area encompasses other
management activities to ensure that the Department’s resources are used efficiently and
effectively to carry out Treasury programs and operations. Examples of broad
management activities that warrant audit coverage are discussed below.

IT Capital Investments. Sound business practices for the acquisition and maintenance of
information systems (including hardware and software) are necessary to support
Treasury’s mission to manage resources effectively. Absent such practices, Treasury may

o develop or inadvertently acquire duplicate systems,

® pay higher prices for commercial off-the-shelf products by not obtaining volume
discount,

® develop systems that do not adequately or fully address Treasury’s needs or
provide management with information needed to accomplish key missions,

® exceed projected or reasonable costs to develop, acquire, or maintain systems,

® acquire or develop systems that do not adequately secure and protect Treasury’s
classified, confidential, or sensitive information, or

® implement systems that do not readily integrate with existing systems.

Under the Clinger-Cohen Act of 1996, agencies are required to submit business plans for
IT investments to OMB. If the agency’s investment plan contains one or more planning
weaknesses, the plan is placed on OMB’s Management Watch List and targeted for
follow-up action to correct potential planning deficiencies prior to execution. In August
2005, OMB established a High Risk List for IT projects to complement its Management
Watch List to focus on planning aspects for major investments and performance data to
ensure that agencies and programs are meeting their intended goals and achieving results.
Projects on the High Risk List are those requiring special attention from the highest level of
agency management but are not necessarily at risk of failure. Both lists are publicly
available on OMB’s Web site.
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As of October 14, 2008, the Management Watch List included 4 Treasury IT investments.
As of September 30, 2008, the High Risk List included 69 Treasury IT investments, of
which 46 investments were non-IRS.

Human Capital. The Department implemented an automated integrated Human Resources
system called HR Connect, which has been considered in the past to be a high-risk
project. Funding to support this system is maintained through the Working Capital Fund. In
its fiscal year 2009 congressional budget justification, the Department identified

$24.6 million and 33 full-time equivalent staff as the resources needed for HR Connect.
These costs are billed to customers.

Procurement. Contract obligations by the Department and non-IRS bureaus totaled
approximately $2.7 billion in fiscal year 2007. Contract obligations involving IT
procurements by the Department and its bureaus total approximately $1.7 billion annually.
Use of government credit cards for micro-purchases (generally for goods and services
under $3,000) is also extensive, and a strong control environment over this activity is
essential to prevent abuse. Approximately 70 percent of Treasury’s purchases above the
micro-purchase level are through fixed-price contracts.

OIG is the Department’s focal point for obtaining pre-award, costs incurred, and other
contract audits requested by Departmental Offices and the bureaus. These audits are
typically performed by the Defense Contract Audit Agency as coordinated through our
office. For fiscal year 2008, approximately $14 million of pre-award costs were audited
for Treasury bureaus. In recent years, the number of requests by bureau contracting
officers for contract audits has declined significantly.

Nonappropriated Activities. Four Treasury bureaus (BEP, the Mint, OCC, and OTS) do not
receive appropriated funds; instead, they operate with revolving funds.® BEP and the Mint
assess charges for manufactured goods, while OCC and OTS assess fees for regulatory
activities. These four bureaus generally have greater latitude than Treasury’'s appropriated
bureaus in how they conduct their operations.

Treasury Franchise Fund. First piloted pursuant to the Government Management Reform
Act, the Treasury Franchise Fund was permanently established by the Transportation,
Treasury, Independent Agencies, and General Government Appropriations Act, 2005. '°
The Fund is a revolving fund that is used to provide financial and administrative services
to various Treasury bureaus on a fee-for-service basis. Activities include: consolidated/
integrated administrative management; financial management administrative support; and

° A revolving fund is a fund or account whose income remains available to finance its continuing operations
without any fiscal year limitation.
9 Pub. L. No. 108-447.
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financial systems, consulting, and training services. The Fund was recognized as a Center
of Excellence in the Financial Management Line of Business in 2005, making it eligible to
enter into competitions to provide cross-agency financial management services on a
governmentwide basis. Going into fiscal year 2009, the Fund consists of three entities:
the Administrative Resource Center, a component of BPD; the Federal Consulting Group;
and Treasury Agency Services. Previously, the fund included FedSource, but BPD
transitioned out of the FedSource business at the end of fiscal year 2008. For fiscal year
2009, service activities are expected to have new budget authority of $137 million and
employ 793 people.

Potential Integrity Risks. In addition to the weaknesses identified above, we believe that
several potential integrity risks are associated with Treasury’s operations. Potential
integrity risks may result from the actions of external parties (contractors, terrorists, drug
lords, and hackers) or internal personnel (disgruntled or unethical employees). Internal
personnel, for example, can disrupt Treasury functions, violate laws, award contracts for
less than best value, receive bribes or kickbacks, steal or reveal sensitive data, and cost
the taxpayer money through the theft of materials and machinery, finished products, and
mutilated products.

In recent years, Treasury has experienced many operational changes that could affect its
susceptibility to potential integrity risks. For instance, Treasury’s Departmental Offices is
still recovering from divestiture of the majority of Treasury’s law enforcement bureaus and
functions in fiscal year 2003 as a result of the Homeland Security Act of 2002."" During
fiscal year 2009, Treasury will be challenged with setting up the infrastructure to carry
out TARP.

In addition, past audits have indicated that the Department has not effectively managed
its capital investments (e.g., Treasury Building and Annex Repair and Restoration, the
cancelled Treasury Communication Environment program, HR Connect). Certain capital
investments, such as those for telecommunications, are funded through the Department’s
Working Capital Fund. Such projects do not receive the same scrutiny by OMB and
Congress as directly appropriated projects.

In-Progress and Planned
Fiscal Year 2009 Projects
Corrective Action Verification (Ongoing)

Background. Treasury and bureau management are responsible for implementing agreed-to
audit recommendations made by OIG. Management records its planned corrective actions

" Pub. L. No. 107-296.
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in response to audit recommendations and the completion of those actions in a
Department tracking system called the Joint Audit Management Enterprise System
(JAMES).

Audit Objective: To determine whether management has taken corrective action that is
responsive to the intent of selected recommendations from prior OIG audit reports. In
selecting recommendations for verification, we will also consider recommendations that
have been open more than a year to assess progress made toward implementing planned
actions. We plan to complete 5 corrective action verifications during fiscal year 2009. We
expect that each verification will require 100 hours.

Contract Audit Oversight Activities (Ongoing)

Audit Objective. To oversee and coordinate Defense Contract Audit Agency contract audit
services requested by procurement officers. We also plan to determine the reasons for the
decline in requests for such audit services by procurement officers over the past several
years and whether these reasons are valid. We expect that 400 hours will be required for
this activity during fiscal year 2009.

Note: Our capacity to undertake the following projects during fiscal year 2009 is contingent
on whether additional MLRs are required.

TEOAF Management of the National Seized Property Contract (In Progress)

Background. TEOAF administers the Treasury Forfeiture Fund. This Fund is the receipt
account for the deposit of nontax forfeitures made by IRS, U.S. Immigration and Customs
Enforcement, U.S. Customs and Border Protection (CPB), the U.S. Secret Service, and the
U.S. Coast Guard. In 2007, TEOAF contracted with VSE Corporation for general property
services in support of the Fund’s mission.

Audit Objective: To determine whether the contracting actions and practices for the
national seized property contract were in compliance with policies, procedures, and
guidelines established under the Federal Acquisition Regulation and with other applicable
laws and regulations. We expect that this project, which was requested by TEOAF
management, will require 3,000 hours.

Departmental Offices Procurement Activities

Audit Objective: To determine whether Departmental Offices follows logical and prudent
business practices that comply with laws and regulations and Treasury policies and
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procedures when procuring goods and services. We expect that this project will require
2,400 hours.

OFAC and FinCEN Enterprise Content Management System

Background. Treasury has requested fiscal year 2008 funding of $6 million to enable a
pilot enterprisewide Enterprise Content Management solution for the Department, initially
meeting the business requirements of OFAC and FinCEN. The enterprisewide approach, to
be performed under the oversight of the Treasury Chief Information Officer, is expected to
ensure that all departmentwide enterprise content management efforts map to consistent
standards; are aligned with related governmentwide initiatives, such as the Case
Management Line of Business; and leverage common requirements among Treasury
components, thereby achieving economies of scale and efficiencies in information sharing.

Audit Objective: To determine whether (1) the pilot Enterprise Content Management
project business case is based on appropriate and supportable assumptions and
cost/benefit estimates, (2) sound project management principles are followed in carrying
out the project, and (3) efforts are coordinated with the Department’s planning for
document management systems Treasury-wide. We expect that this project will require
2,000 hours.

Projects Under Consideration for

Future OIG Annual Plans

Treasury Secure Data Network

Audit Objective: To determine whether (1) the project business case for the upgrade and
enhancement of the Treasury Secure Data Network is based on appropriate assumptions
and cost/benefit estimates and (2) sound project management principles are followed in
carrying out the project. We expect that this project will require 1,200 hours.

Employee Bonus Policies at Nonappropriated Bureaus

Audit Objective: To determine whether (1) policies for employee bonuses at
nonappropriated bureaus are in accordance with the law and (2) bonuses paid conform to
established policies. Separate audits are planned at each nonappropriated bureau,
beginning with a pilot audit at the Mint. We expect that each project will require 2,000
hours.
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HR Connect Processing Controls

Audit Objective: To determine whether appropriate controls over the processing of
personnel actions and access to employee information were implemented. We expect that
this project will require 2,000 hours.

Treasury IT Project Planning and Execution

Audit Objective: To assess the Department’s implementation of the IT project planning and
execution requirements prescribed in OMB Memorandum M-05-23, Improving Information
Technology Project Planning and Execution. More specifically, we plan to assess the use
of the Earned Value Management System and operational analyses where appropriate and
the process used by the Department to identify and, as appropriate, monitor high-risk
projects. We expect that this project will require 2,400 hours.

Monitoring of Treasury Mandated Reports

Audit Objective: To determine whether Treasury has adequate monitoring controls in place
to ensure the completion of presidentially and congressionally mandated reports. We
expect that each project will require 2,000 hours.

Government Performance and Results Act Performance Measures

Background. The Government Performance and Results Act of 1993 requires federal
agencies to annually report their success in achieving their performance goals. The act
mandates that agencies compare their actual results with their goals and report why any
unmet goals were not met and the plans necessary to meet those goals. Key performance
measures must be included in the agency’s Management Discussion and Analysis section
of their financial statements in accordance with federal generally accepted accounting
principles and OMB financial reporting requirements.

Audit Objective: To determine whether the performance measures in the Department’s and
non-IRS bureaus’ Performance and Accountability Reports are meaningful and the reported
performance data are reliable and complete. We expect that this project will require 2,000
hours.

Treasury Audit Follow-up System

Audit Objective: To determine whether Treasury’'s audit follow-up system is effective to
ensure that audit recommendations are promptly and properly acted upon and that
progress on corrective actions is adequately monitored. This project is intended to
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complement our corrective action verifications on specific audits by looking at the
Department’s audit follow-up system as a whole. As part of this audit, we will follow up
on the recommendations in our audit report General Management: Office of Management
Needs to Improve Its Monitoring of the Department’s Audit Follow-up Process.'?> We
expect that this project will require 1,200 hours.

Resolution of Accountable Officer Irregularities

Background. Accountable officers include certifying officers, disbursing officers, collecting
officials, cashiers, and other officers or employees who are responsible for or have
custody of public funds. Treasury Directive 32-04, Settlement of Accounts and Relief of
Accountable Officers, establishes the policy and procedures to settle irregularities

(e.g., erroneous or improper payments) in the accounts of accountable officers. Requests
for relief of accountable officers for liability for irregularities exceeding established
thresholds must be referred to GAO for resolution. The resolution of irregularities under
these thresholds has been delegated to certain Treasury officials.

Audit Objective: To determine whether irregularities in the accounts of Treasury
accountable officers are resolved in accordance with Treasury Directive 32-04. We expect
that this project will require 800 hours.

Treasury’s Responsiveness to FOIA Requests

Audit Objective: To determine whether the Department and non-IRS bureaus (1) have
adequate systems to record, track, and complete FOIA requests in a timely manner;

(2) provide points of contact and monitoring systems to ensure that inquiries regarding
existing FOIA requests have been properly addressed with the requesters; and (3) are
compliant with the 1996 electronic FOIA amendments to FOIA. As part of this project, we
plan to follow up on issues identified in a March 2007 GAO report, Freedom of
Information Act: Processing Trends Show Importance of Improvement Plans."® We expect
that this project will require 1,600 hours.

Treasury Testing for a Drug Free Workplace

Audit Objective: To determine whether the Department and its non-IRS bureaus are
effectively supporting the President’s goal of a safe and drug-free workplace with
established policies and procedures to ensure that employees are tested, the integrity of
the test procedures are maintained, and the program is being properly monitored. We
expect that this project will require 2,000 hours.

2 01G-08-037 (June 23, 2008).
'* GAO-07-441 (Mar. 30, 2007).
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Purchase Card and Travel Card Initiative

Background. This joint Office of Investigations and Office of Audit review will assess the
Department’s internal control procedures for the purchase and travel card programs and
identify potentially inappropriate, abusive, unauthorized, and fraudulent transactions for
further review. On August 1, 2008, the Senate Homeland Security and Governmental
Affairs Committee approved a bill that would require OIG to periodically conduct risk
assessments of the agency’s purchase card program and associated internal controls and
analyze identified weaknesses in the program and the frequency of improper activity on
purchase cards.

Investigative/Audit Objective: To (1) identify weaknesses in internal controls over
purchase and travel cards that could lead to fraud, waste, and abuse; (2) detect
transactions that were prohibited or inadequately controlled; (3) identify abusive,
inappropriate, or unauthorized (fraudulent) transactions; (4) initiate investigations when
appropriate, as they relate to abusive, inappropriate, or unauthorized (fraudulent)
transactions; and (5) identity best practices to increase the programs’ efficiency and
security.

Treasury Annex Renovation

Background. The Department’s fiscal year 2009 budget request included $12 million to
address critical building deficiencies in the Treasury Annex Building.

Audit Objective: To determine whether the Department is following sound planning and
other project management principles for the Treasury Annex Building renovation. We
expect that this project will require 1,600 hours.
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Office of Audit Contact: Donald P. Benson, Director of Revenue/Terrorist Financing and
Money Laundering Audit (617) 223-8640
Office of Investigations Contact: Matthew L. Issman, Assistant Inspector General for Investigations, (202) 927-6524

Issue Area Discussion

TFI marshals the Treasury Department's intelligence and enforcement functions with the
aim of safeguarding the financial system against illicit use and combating rogue nations,
terrorist facilitators, weapons of mass destruction proliferators, money launderers, drug

traffickers, and other national security threats.

TFI unites five offices and bureaus within the Department. The Office of Terrorist
Financing and Financial Crimes is the policy and outreach apparatus for TFl. The Office of
Intelligence and Analysis is responsible for TFl's intelligence functions, integrating the
Treasury into the larger Intelligence Community and providing support to Treasury
leadership, including the Secretary, Deputy Secretary, and the Under Secretaries for |1A
and Domestic Finance.

TFI also oversees FINCEN, OFAC, and TEOAF. FinCEN is responsible for administering BSA
and regulatory functions; OFAC administers and enforces economic and trade sanctions;
and TEOAF administers the Treasury Forfeiture Fund.

TFI also collaborates with IRS’s Criminal Investigation Division in its anti-money
laundering, terrorist financing, and financial crimes cases. In addition, FinCEN and OFAC
depend on oversight by financial institution regulators, including OCC, OTS, and IRS
within Treasury, and the Board of Governors of the Federal Reserve System, Federal
Deposit Insurance Corporation, Securities and Exchange Commission, and others outside
of Treasury. Moreover, TFl coordinates with law enforcement within the United States
and, internationally, with the Financial Intelligence Units (similar to FInCEN) located in
other countries.

The Department, through FinCEN, and financial institution regulators are responsible for
enforcing several key pieces of legislation. Most prominent are BSA and Title Ill of the
USA PATRIOT Act. BSA requires financial institutions to file Currency Transaction Reports
for cash transactions exceeding $10,000 and Suspicious Activity Reports (SAR) for
transactions that are suspicious in nature. Title Ill of the USA PATRIOT Act requires each
financial institution to establish an anti-money laundering program, extends the SAR filing
requirement to broker-dealers, requires financial institutions to establish procedures to
verify the identities and addresses of customers seeking to open accounts, and requires
FinCEN to maintain a highly secure network that allows financial institutions to file BSA
reports electronically. Other laws enforced include the Annunzio-Wylie Anti-Money
Laundering Act (1992), which increased penalties for depository institutions that violate
federal anti-money laundering laws; the Money Laundering Suppression Act (1994), which
mandated certain exemptions to filing Currency Transaction Reports in an effort to reduce
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the number reported, directed the Secretary of the Treasury to designate a single agency
to receive SAR filings, required the registration of money services businesses (MSB), and
clarified the applicability of BSA to state-chartered and tribal gaming establishments; and
the Money Laundering and Financial Crimes Strategy Act (1998), which directed the
Secretary to develop a national strategy for combating money laundering.

For fiscal year 2007, Treasury reported that it spent $537 million on (1) removing or
reducing threats to national security from terrorism, proliferation of weapons of mass
destruction, drug trafficking, and other criminal activity on the part of rogue regimes,
individuals, and their financial and other support networks, and (2) safer and more
transparent financial systems. Treasury reported spending $111 million on the first
outcome and $426 million on the second. These figures do not include the costs incurred
by OCC, OTS, and IRS to ensure compliance with BSA and related laws, or by financial
regulators, law enforcement, or other organizations outside of Treasury that participate in
this effort.

FinCEN is primarily responsible for Treasury’s effort to enforce BSA and the USA PATRIOT
Act. FinCEN works with federal financial regulators to ensure that regulated industries
comply with these laws. FinCEN finalized an MOU in 2004 with the five federal banking
agencies—OCC, OTS, the Federal Deposit Insurance Corporation, the Board of Governors
of the Federal Reserve System, and the National Credit Union Administration—to better
share information and improve coordination in ensuring that BSA is effectively
implemented. FInCEN also executed similar MOUs with IRS and most states and
territories. FInCEN is working to obtain agreements with the Securities and Exchange
Commission and the Commodities Futures Trading Commission to enhance BSA
compliance oversight in the nonbank financial sectors.

In June 2005, FinCEN and the Federal Financial Institutions Examination Council,
composed of the five federal banking agencies, issued the Bank Secrecy Act/Anti-Money
Laundering Manual. This guidance was designed to ensure consistency and provide clarity
for conducting BSA examinations. In addition, the manual includes examination procedures
for OFAC programs. The manual was updated in 2006 and 2007.

In July 2007, the financial institution regulators issued the Interagency Statement on
Enforcement of Bank Secrecy Act/Anti-Money Laundering Requirements to provide greater
consistency among the agencies in enforcement matters and to offer insight into the
considerations that form the basis of those decisions. The statement describes the
circumstances under which the agencies will issue a cease and desist order in compliance
with applicable statutes. The statement also makes clear that the agencies may take
formal or informal enforcement actions to address other concerns related to BSA or anti-
money laundering, depending on the facts.
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OFAC's authority to impose controls on transactions and to freeze foreign assets is
derived from the President's constitutional and statutory wartime and national emergency
powers. In performing its mission, OFAC relies principally on delegations of authority made
pursuant to presidential powers under the Trading with the Enemy Act, International
Emergency Economic Powers Act, and United Nations Participation Act to prohibit or
regulate commercial or financial transactions involving specific foreign countries, entities,
or individuals. In administering and enforcing economic sanctions programs, OFAC
maintains a close working relationship with other federal agencies to ensure that these
programs are implemented properly and enforced effectively. OFAC currently administers
32 economic sanctions programs against foreign governments, entities, and individuals.
Although 8 of these programs were terminated, they still require residual administrative
and enforcement activities. In April 2006, OFAC executed an MOU with the five federal
banking agencies to share information and improve coordination. The Bank Secrecy
Act/Anti-Money Laundering Manual contains examination procedures for OFAC
requirements.

Treasury also works globally to combat money laundering and terrorist financing. The
United States is a member of the international Financial Action Task Force. The task force
is an intergovernmental body created in 1989. Its purpose is to develop and promote
policies, both at national and international levels, to combat money laundering and terrorist
financing. The task force holds an annual exercise to examine the methods and trends of
money laundering and, since 2001, of terrorist financing. The primary objective is to help
task force policy makers develop and refine anti-money laundering and counter-terrorist
financing standards. In addition, findings from the annual exercise serve as the basis for
informing regulatory authorities, law enforcement agencies, financial intelligence units, and
the general public about the characteristics and trends of money laundering and terrorist
financing. The task force has published “40 + 9 Recommendations” to help bring about
international legislative and regulatory reforms. FInCEN and OFAC programs may be used
jointly to bring rogue states into line with U.S. interests.

Potential Weaknesses. OIG audits have found problems in either the detection of BSA
violations or the timely enforcement of BSA, and these problems have continued through
the most recent year. For example, a recent audit of OTS’s BSA examination program
found that OTS examiners often did not fully evaluate whether thrifts had implemented
significant BSA compliance elements. The examiners frequently accepted that thrift
programs were up to standard because the thrifts had policies and procedures in place for
certain BSA and USA PATRIOT Act program areas. Also making Treasury’s mission more
difficult is the fact that Treasury is dependent on many federal and other regulators to
examine institutions for compliance with program requirements. We recently reported that
at least 12 organizations had substantial BSA responsibilities. Four of these
organizations—FinCEN, IRS, OCC, and OTS—were within Treasury. The remaining 8 —5
financial institution regulators and 3 self-regulatory organizations—were outside of
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Treasury. We also reported that nine federal law enforcement agencies make substantial
use of BSA data. Most of these organizational relationships are managed by MOU. The
MOUs depend largely on voluntary compliance and are generally unenforceable, elevating
the risk that Treasury has in managing this area. In summary, the nature of this Treasury
mission area is inherently one of the high-risk areas of the Department.

Other areas of concern include cross-border electronic transmittals of funds (wire
transfers) and MSB.

Cross-Border Wire Transfers. Section 6302 of the Intelligence Reform and Terrorism
Prevention Act of 2004 directs the Secretary of the Treasury to determine whether
reporting requirements should be imposed on financial institutions for certain cross-
border wire transfers.'* In January 2007, Treasury reported that the system is feasible,
but a number of issues need to be worked out before implementing a requirement. One
significant matter is the need for FInCEN to develop and implement a financial
institution cross-border wire transfer reporting system. Development of such a system
is pending approval by the Secretary to go forward with a reporting requirement for
cross-border wire transfers. Based on FinCEN’s recent track record with BSA Direct
Retrieval and Sharing, a flawed system development effort terminated in 2006,
FinCEN's ability to develop a cross-border wire transfer system is a concern.

MSBs. Due to concern about terrorist financing and money laundering, banks have
been pressured by their regulators over the last several years to treat MSBs as high-
risk. As a result, MSBs have encountered increased difficulty in establishing and
maintaining banking services. This has resulted in reduced banking services for many
people, particularly those without access to formal banks. Restricting MSBs’ access to
banks can drive transactions underground that would normally be conducted at MSBs,
thereby harming U.S. efforts to prevent money laundering and combat terrorist
financing. In July 2008, the House of Representatives passed the Money Services
Business Act of 2008 to eliminate any regulatory burden imposed on insured
depository institutions and promote MSB access to the banking system.'® The act
provides for MSB self-certification, gives full recognition to federal and state agency
authority to supervise and enforce MSB compliance with anti-money laundering and
terrorist financing obligations and implementing regulations, and removes depository
obligation to enforce these requirements. This bill is currently in the Senate.

Our planned work for fiscal year 2009 does not include any specific audit projects related
to cross-border wire transfers and MSB access to banking services, though we do have

* Pub. L. No. 108-458.
'® H.R. 4049.
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such projects under consideration for future-year plans. We will continue to monitor both
these areas in our planning of future work.

Potential Integrity Risks. The success of Treasury efforts to support law enforcement in
the fight against terrorist financing, money laundering, and other financial crime is
dependent on honest and complete reporting of currency transactions and suspicious
financial activity. In addition to the potential weaknesses noted above, we believe that
several potential integrity risks are associated with BSA. These risks include (1) the failure
by financial institutions to file required BSA reports; (2) filing false or fraudulent BSA
reports; (3) internal and external misuse or disclosure of sensitive BSA information
contrary to law; (4) inappropriate handling or use of sensitive but unclassified, law
enforcement sensitive, or classified information; and (5) criminal violations of foreign
sanctions program. These risks are potentially exacerbated by the crisis in the financial
markets related to subprime lending and the resulting financial weakness of many financial
institutions because troubled banks may allow their BSA compliance program to
deteriorate as they struggles to improve their financial situation.

Although we have not identified in our prior audits any fraudulent BSA reports or filings,
we have identified the potential for this to occur, particularly in our reviews of data quality
issues associated with suspicious activity reporting.

The unauthorized release of information collected under BSA may result in criminal
prosecution, civil penalties, or administrative sanctions. As a new initiative, the Office of
Investigations plans to deliver outreach presentations to FinCEN analysts and other lawful
users of BSA data about the proper use and protection of this sensitive information. In
addition, the Office of Investigations plans to coordinate with the Federal Law
Enforcement Training Center’s Financial Fraud Training program to ensure inclusion
throughout their courses the topic of safeguarding BSA information. The outreach
presentations will highlight the mission of OIG and educate employees and others on how
potential compromise of BSA information can occur and identification of fraud indicators
associated with BSA filings.

The Treasury Forfeiture Fund equitable sharing program allows for any federal, state, or
local law enforcement agency that directly participates in an investigation or prosecution
that results in a federal forfeiture to request an equitable share of the net proceeds of the
forfeiture. There are restrictions on how recipient agencies may use these funds, and
recipient agencies must provide an annual accounting of equitable sharing receipts and
expenditures to TEOAF. Prior OIG audits have found instances of misuse of these funds.
As we noted in last year’s annual plan, we have not performed any audits in this area
since fiscal year 1996.
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In Progress and Planned
Fiscal Year 2009 Projects

FinCEN BSA Direct System (In Progress)

Audit Objective: To assess FINCEN's efforts in planning, awarding, monitoring, resolving
disparities, and reporting performance for the retrieval and sharing component of the BSA
Direct contract. We expect that this project will require 500 hours to complete in fiscal
year 2009.

FinCEN Monitoring of SAR Data Quality (In Progress)

Background. Our office performed three prior audits in which we raised concerns over
longstanding SAR data quality and that these data problems could adversely affect
FinCEN's ability to meet its core mission relative to BSA and attendant terrorist financing
and money laundering programs. Our last audit of this area, completed in March 2005,
found that FInCEN had not established data quality standards from which SARs could be
routinely monitored for data quality purposes. We also found that most previously reported
control weaknesses and conditions remained outstanding. During this audit, we sampled
over 400 SARs filed by depositary institutions and MSB, finding that 62 percent of them
contained one or more data quality problems (i.e., missing, incomplete, inappropriate,
and/or inconsistent information) in a data field critical to law enforcement agencies). Data
quality problems were found with 68 percent of the sampled SARs filed by MSB. FinCEN:
Heightened Management Attention Needed Over Longstanding SAR Data Quality
Problems."® FInCEN has reported that our recommendations in this report are implemented.

Audit Objective: To assess the effectiveness of FINCEN’s corrective actions to the
recommendations in our March 2005 report and evaluate the current processes for
accumulating and distributing SAR data to ensure data integrity. We expect that this
project will require 500 hours to complete in fiscal year 2009.

OFAC Follow-up on Cases Referred for Further Inquiry (In Progress)

Audit Objective: To determine (1) how OFAC has been using the results of a program to
assess financial institution compliance with its sanction programs and (2) what follow up
was performed regarding potential suspicious activities identified through this program.
We expect that this project will require 500 hours to complete in fiscal year 2009.

'6 01G-05-033 (Mar. 23, 2005).
TREASURY OIG FiscaAaAL YEAR 2009 ANNUAL PLAN

Page 51



OIG IssUE AREAS AND PLANNED PROJECTS

Terrorist Financing, Money Laundering, and Foreign Assets Control

BEP Mutilated Currency Redemption (In Progress)

Background. We are reviewing BEP policies and procedures and related authorities that
provided for the redemption of mutilated currency through official Treasury warrants. A
focus of our review is on potential vulnerabilities which may be exploited by criminal and
terrorist organizations to further their illicit activities through these programs. In August
2008, the federal government filed civil actions to seek forfeiture of $6.4 million in
mutilated currency brought to BEP from Mexico in two separate transactions. BEP alerted
federal investigators when an individual initially brought $1.2 million to the BEP facility in
Washington, DC. After the second delivery, investigators seized the money because
questionable information was provided on FIinCEN Form 105, Report on International
Transportation of Currency or Monetary Instruments for the first transaction and the
person did not complete a FiInCEN Form 105 for the second transaction. The law requires
persons who transport currency or other monetary instruments in excess of $10,000 in
and out of the U.S. to file a FInCEN Form 105 with CBP. There are also inconsistent
information provided to investigators about the source of the money and the money’s
owners.

Audit Objective: To identify and assess potential vulnerabilities posed by the currency
redemption programs of BEP. We expect that this project will require 1,600 hours to
complete.

Note: Our capacity to undertake the following projects during fiscal year 2009 is contingent
on whether additional MLRs are required.

OCC BSA Examination of Private Banking (In Progress - Suspended)

Background. In November 2001, our office issued an audit report on OCC examination of
private banking for BSA compliance. The audit found that OCC did not cover BSA
compliance for 17 percent of bank trust departments and in 60 percent of those banks
offering private banking services. We recommended that OCC take a number of actions to
improve its trust and private banking BSA examination coverage. Private banking
continues to be an area of concern. For example, a 2005 Senate Permanent
Subcommittee of Investigation report on the former Riggs Bank identified extensive
problems in Riggs’ oversight of its private banking customers.

Audit Objective: To determine whether OCC’s BSA compliance examination coverage of
national bank trust and private banking services is adequate. As part of this audit, we plan
to follow up on the corrective actions taken in response to our report Bank Secrecy Act:
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OCC Examination Coverage of Trust and Private Banking Services.'” We expect that this
project will require 2,000 hours.

Current Status. This audit was started in fiscal year 2008, but put on hold to staff a
mandated MLR.

OCC Wells Fargo Bank Enforcement (Follow-up)

Background. In August 2006, our office completed an audit of the enforcement action
taken by OCC to address longstanding and recurring BSA compliance problems with Wells
Fargo Bank, the nation’s fifth largest bank. OCC addressed these program failures by
issuing Wells a non-public, informal action which required Wells to develop and implement
a correction plan. We took issue with the use of an informal action but, with the
correction plan already being developed by the bank, recommended that OCC closely
monitor it. Wells was supposed to complete corrections by December 2006.

Audit Objective: To assess OCC’s implementation of corrective actions to the
recommendations in our August 2006 report. We expect that the project will require a
total of 600 hours.

FinCEN MOU with Financial Institution Regulators

Audit Objective: To determine whether (1) FinCEN is receiving timely, complete, and
reliable information under the MOU; and (2) the purpose of the MOU (enhanced
communication and coordination to help financial institutions identify, deter, and interdict
terrorist financing and money laundering) is being achieved. To address these objectives,
we plan to conduct a series of audits at FInCEN, OCC, and OTS. We expect that the
projects will require a total of 4,000 hours.

Projects Under Consideration for

Future OIG Annual Plans

Security Clearances of Individuals Handling Sensitive BSA Reports Initiative

Audit/Investigative Objective: To determine whether adequate controls are in place to
ensure Treasury employees and contractor personnel with access to sensitive BSA reports
have current and appropriate security clearances. We plan to coordinate this joint initiative
with TIGTA. TIGTA would audit IRS controls over access to BSA data.

7 01G-02-016 (Nov. 29, 2001).
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OCC/0OTS Implementation of the Interagency Statement on Enforcement of BSA/Anti-
Money Laundering Requirements

Audit Objective: To determine whether (1) OCC and OTS are using the guidance provided
in the interagency statement to cite institutions with violations for not establishing or
maintaining a BSA compliance program; (2) OCC and OTS are issuing cease and desist
orders in situations which warrant them; (3) interagency guidance provides adequate
detailed guidance, and (4) additional guidance is needed. We expect that this project will
require 2,000 hours for each regulator.

FinCEN'’s Information Sharing Procedures (Section 314 of the USA PATRIOT Act)

Background. Section 314 of the USA PATRIOT Act of 2001 provides for the sharing of
information regarding individuals, entities, and organizations engaged in or reasonably
suspected of engaging in terrorist acts or money laundering activities between the
government and financial institutions (Section 314(a)), and among financial institutions
themselves (Section 314(b)). Effective March 1, 2005, FinCEN implemented a web-based
USA PATRIOT Act secure communication system to expedite this information.

Audit Objective: To determine whether FInCEN has implemented an effective system to
provide for the sharing of information between law enforcement authorities and financial
institutions, and among financial institutions themselves, in accordance with Section 314
of the USA PATRIOT Act. We expect that this project will require 1,600 hours.

FinCEN Access and Monitoring Controls Over BSA Data

Background. FIinCEN shares BSA data, which is sensitive financial information, with a
variety of law enforcement customers. One means of accessing the data is through the
Gateway program, which allows users to access the IRS Currency and Banking Retrieval
System, using a secure web application known as Secure Outreach. Over 4,600 users
accessed the database in 2006 and FinCEN expects this number to climb to 10,000 by
2009. FinCEN needs to ensure the data is protected and not inappropriately accessed
through browsing or other means. FInCEN’s policy is to inspect users of BSA data every 3
years to ensure that security controls are adequate and the data is protected.

Audit Objective: To determine whether FInCEN is properly controlling and monitoring
external access to BSA data. We expect that this project will require 1,200 hours.
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FinCEN Efforts to Ensure Compliance with MSB Registration Requirements (Follow-up)

Background. In 2005, OIG issued an audit report recommending that FinCEN (1) develop
and track performance indicators that measure how registration is enhancing BSA
compliance by the MSB industry, including registration; (2) develop and implement a
strategy to take enforcement actions when appropriate, including working with the IRS
and the states to ensure timely and quality referrals of unregistered MSB are made; and
(3) assess the need to clarify guidance on the dollar threshold for designation as MSB.

Audit Objective: To determine whether FInCEN has exercised sufficient oversight of the
MSB industry to ensure compliance with MSB registration requirements. We expect that
this project will require 1,000 hours.

Financial Industry Use of Interdiction Software to Comply With OFAC Sanctions

Background. To assist financial institutions in complying with its economic and trade
sanctions, OFAC maintains a public list of targeted foreign countries, terrorists,
international narcotics traffickers, and those engaged in activities related to the
proliferation of weapons of mass destruction. While not required by law, many financial
institutions use commercial interdiction software to compare customers to the OFAC list.
A number of companies produce and sell related software products and services. While
OFAC'’s position is that software is the main method that financial institutions use to
identify and report OFAC-related violations, OFAC does not approve or sanction any
particular packages for use.

Audit Objective: To determine what best practices exist in the federal government to
manage risks associated with software packages sold by the private sector that are used
to comply with laws and regulations. We expect that this project will require 1,200 hours.

FinCEN Civil Penalties for BSA Program Violations

Audit Objective: To determine (1) whether FinCEN is assessing civil penalties for BSA
violations when appropriate, (2) how the penalties are coordinated with the regulatory
agencies, and (3) how the amounts of the penalties are established. We expect that this
project will require 2,000 hours.

OCC BSA and USA PATRIOT Act Compliance Examinations and Enforcement Actions

Audit Objective: To determine the effectiveness of OCC's programs to conduct
supervisory activities and, when necessary, take enforcement actions to ensure that
national banks have controls in place and provide the requisite notices to law enforcement
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to deter and detect money laundering, terrorist financing, and other related criminal acts.
The last time we comprehensively reviewed OCC’s BSA compliance examination program
was in fiscal year 2000. We expect that this project will require 3,000 hours.

TEOAF Use of Treasury Forfeiture Fund Receipts to Support Law Enforcement

Audit Objective: To determine whether TEOAF has appropriate controls to (1) distribute
funds to eligible law enforcement agencies in accordance with applicable laws,
regulations, and policies; and (2) ensure the distributed receipts are used for intended
purposes. As part of this work, we plan to determine whether selected state and local
government agencies use equitable sharing funds in accordance with Treasury guidelines.
We expect that each agency review will require 1,200 hours. It should be noted that the
last time we audited the use of equitable sharing funds by local government agencies was
in fiscal year 1996. That year, we conducted a series of audits that found significant
instances of misuse or poor accountability over these funds.

Anti-Money Laundering Regulations for the Real Estate Industry

Background. Section 352 of the USA PATRIOT Act includes entities involved in real estate
closings and settlements in the definition of financial institutions, and requires these
entities to comply with anti-money laundering requirements unless Treasury specifically
exempts them. In 2003, FinCEN issued an advance notice of proposed rulemaking and
asked the real estate industry for help in assessing risks and defining who is involved in
transactions. FINnCEN has yet to issue regulations.

Audit Objective: To determine and assess the progress of FInCEN effort’s to issue anti-
money laundering regulations for the real estate industry. We expect that this project will
require 1,600 hours.

Compliance by MSB Industry with Sanction Programs

Audit Objective: To determine whether OFAC is effectively coordinating with IRS (the
regulator of the MSB industry) to ensure compliance by the industry with OFAC
requirements. We expect that this project will require 1,600 hours.

Adequacy of FinCEN Modified Currency Transaction Report Exemption Procedures on
Depository Institutions

Audit Objective: To determine whether FInCEN’s modified regulatory requirements for
Currency Transaction Report exemption reporting by depository institutions has been
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effective in increasing the efficiency and effectiveness of Currency Transaction Report
reporting. We expect that this project will require 2,000 hours.

Electronic Banking and BSA Compliance

Background. On-line banking has been around for years. It is offered as a service by a
large number of financial institutions. Most of this on-line activity involves traditional
financial institutions that have typical walk-in banking, but also offer customers the ability
to conduct business on-line. These traditional banks require customers to open accounts in
person and prove their identity using a government-issued identification card, such as a
driver’s license. However, the banking industry has been evolving to the point that certain
financial institutions conduct all of their business on-line. This includes allowing account
holders to open accounts without ever setting foot in a “storefront” location.

Audit Objective: To determine how OCC and OTS ensure adequate customer identification
and customer due diligence controls are in place for financial institutions that extensively
or exclusively conduct business on-line. We expect that this project will require 2,400
hours.

Financial Institution Filing of Reports to OFAC and FinCEN on Blocked Transactions

Background. In interpretive guidance issued in December 2004, FinCEN advised
institutions subject to suspicious activity reporting under the BSA that under certain
circumstances, reports filed with OFAC of blocked transactions with designated terrorists,
foreign terrorist organizations, and narcotics traffickers and trafficker kingpins would fulfill
the requirement to file SARs with FInCEN on such transactions (i.e., a separate SAR to
FinCEN on the same blocked transaction would no longer be required). However, if the
filer has information not included on the blocking report filed with OFAC, a separate SAR
must still be filed with FInCEN including that information.

Audit Objective: To determine whether OFAC and FinCEN have implemented adequate
controls to ensure that the information in reports filed with OFAC on blocked transactions
is made available to law enforcement through FInCEN databases as appropriate. We
expect that this project will require 800 hours.

Insurance Companies Reporting of Suspicious Transactions

Audit Objective: To determine what steps FINCEN has taken to assess initial insurance
industry compliance with BSA. We expect that this project will require 2,000 hours.
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Intelligence Support Provided by the Office of Intelligence and Analysis

Background. The Intelligence Authorization Act for Fiscal Year 2004 codified the Office of
Intelligence and Analysis and assigned to that office responsibility for the receipt, analysis,
collation, and dissemination of foreign intelligence and foreign counterintelligence
information related to the operations and responsibilities of Treasury.

Audit Objective: To assess progress by the Office of Intelligence and Analysis progress in
meeting its responsibilities under the Intelligence Authorization Act. We expect that this
project will require 2,400 hours.

OFAC MOU With Financial Institution Regulators

Audit Objective: To determine whether (1) OFAC is receiving timely, complete, and reliable
information under the April 2006 MOU with the federal banking regulators; and (2) the
purpose of the MOU—to help OFAC in fulfilling its role as administrator and enforcer of
economic sanctions and to assist the regulators in fulfilling their roles as banking
organization supervisors—is being achieved. To address these objectives, we plan to
conduct audit work at OFAC, OCC, and OTS. We expect that the projects will require a
total of 2,400 hours.

OFAC Policies and Procedures

Audit Objective: To determine whether OFAC has adequately documented their current
policies, procedures, and practices. We expect this project will require 800 hours.

OTS BSA Enforcement (Follow-up)

Background. Our office performed an audit in 2003 that identified weaknesses in the OTS
BSA enforcement program. OTS issued formal sanctions against only 11 of 180 thrifts
(taken from a sample of 351 thrifts) who were found to have substantive BSA compliance
problems. OTS consistently relied on moral suasion and thrift management assurances
that BSA violations would be addressed. OTS concurred with our recommendations to
improve the enforcement program.

Audit Objective: To determine whether OTS is taking timely and sufficient enforcement
action against thrifts with substantive BSA violations. As part of this audit, we plan to
follow up on the corrective actions taken in response to our report OTS: Enforcement

TREASURY OIG FiscAL YEAR 2009 ANNUAL PLAN

Page 58



OIG IssUE AREAS AND PLANNED PROJECTS

Terrorist Financing, Money Laundering, and Foreign Assets Control

Actions Taken for Bank Secrecy Act Violations.'® We expect that this project will require
2,000 hours.

Securities Industry Reporting of Suspicious Transactions

Audit Objective: To determine whether FiInCEN has taken adequate steps to ensure
securities industry companies comply with BSA. We expect that this project will require
2,000 hours.

FinCEN Efforts to Assess the Money Laundering and Terrorist Financing Risks Associated
With the Use of Stored Value and Prepaid Cards

Background. The use of stored value and prepaid cards is growing at a rapid rate. Recent
estimates show consumer spending using these cards to grow from $63 billion in 2004 to
$257 billion in 2009. The fact that these cards may be carried in wallets with credit
cards, are often indistinguishable from credit cards, and may often be used anonymously,
makes them a potential vehicle for potential money launderers or terrorists. Government
regulations may not yet caught up with this emerging industry.

Audit Objective: To evaluate FInCEN’s progress in identifying and addressing the money
laundering and terrorist financing risks associated with the use of stored value and prepaid
cards. We expect that this project will require 2,000 hours.

FinCEN Cross-Border Wire Transfer System

Background. The Intelligence Reform Act of 2004 required FInCEN to complete a study
assessing the feasibility and impact of implementing financial institution cross-border wire
transfer reporting requirements. Treasury delivered this study in January 2007, which
found the reporting requirement feasible and potentially valuable. The requirement has not
yet been implemented, in part because it would require FInCEN to develop a system.

Audit Objective: To determine the data and methodology FInCEN used to make its
assessment, and the status of the system’s development. We expect that this project will
require 2,000 hours.

8 01G-03-095 (Sep. 23, 2003).
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Controls Over Intelligence Sharing

Background. During fiscal year 2004, we completed an evaluation, requested by the
Treasury General Counsel, which found certain issues in the process by which certain
Treasury bureaus and offices obtained sensitive and classified intelligence information.'

Audit Objective: To assess, since the creation of Office of Intelligence and Analysis,
intelligence sharing within Treasury. We expect that this project will require 1,200 hours.

Intelligence Oversight Board Reporting

Background. The Intelligence Oversight Board of the President’s Foreign Intelligence
Advisory Board has an important role in keeping the President informed of issues arising
from intelligence activities, as provided in Executive Order 13462. This Order requires
each Intelligence Community member agency to designate an office to report to the Board
regarding intelligence activities they have reason to believe may be unlawful or contrary to
Executive Order or any other Presidential Directive. The Board, in turn, reports any such
activities to the President.

The Secretary has designated the Office of Intelligence and Analysis as the reporting
office for the Department.

To assist the Board in fulfilling its responsibilities and the Director of National Intelligence’s
related oversight obligations, the Office of the Director of National Intelligence will assume
an enhanced role in the reporting process, including analyzing reports for the Board,
identifying trends or patterns warranting further action, and ensuring remedial actions are
carried out. The office will provide analyses on a quarterly basis to the Board, as well as
interim reports on significant issues, as appropriate.

Audit Objective: To determine whether the changes Treasury has made regarding its
internal guidelines, practices, and procedures for complying with the requirements of E.O.
13462 are effective. We expect that this project will require 800 hours.

FinCEN Performance Measures

Audit Objective: To determine whether FInCEN has established appropriate performance
measures and has adequate data collection, validation, and reporting systems to ensure
the goals outlined in Treasury’s strategic plan are achieved. We expect that this project
will require 2,400 hours.

% Our evaluation report on these matters, OIG-CA-04-003, is classified.
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Office of Audit Contact: Michael J. Maloney, Director of Fiscal Service Audit (202) 927-6512
Office of Investigations Contact: Matthew L. Issman, Assistant Inspector General for Investigations, (202) 927-6524

Issue Area Discussion

As the federal government’s financial manager, FMS provides centralized payment,
collection, and reporting services for the government. BPD, which borrows the money
needed to operate the federal government, accounts for the resulting debt, and provides
reimbursable support services to federal agencies.

Disbursement and Collections. FMS’s goal is to provide reliable and accurate processing of
federal payments which is an essential part of supporting the U.S. economy. These
payments totaled approximately $1.8 trillion in fiscal year 2008. Accurate, on-time
payments are of considerable financial importance to American citizens, whether
recipients of Social Security or Veterans’ benefits, income tax refunds, or other federal
payments. During fiscal year 2008, FMS issued nearly a billion payments via paper check
and electronic funds transfer.

In fiscal year, 2008, FMS also collected approximately $3.2 trillion in payments to the
government through 9,000 financial institutions. Nearly $2.5 trillion of this amount is
collected electronically.

The Economic Stimulus Act of 2008 was enacted in February 2008 to help protect the
U.S. economy from the housing downturn and other challenges.?® This Act has two main
elements - (1) short-term incentives to bolster business investment, and (2) consumer
spending to keep the economy growing and creating jobs. Together, these two elements
of the legislation provide about $150 billion of tax relief for the economy in 2008. The Act
provides for individual tax relief in the form of tax rebates. For households, single filers
generally receive a minimum of $300 and as much as $600 in Stimulus payments, and
joint filers will generally receive at least $600 and up to $1,200. There is also an
additional $300 payment for each qualifying child. Total payments to households will be
over $100 billion. The Act further provided funding for U.S. possessions to make Stimulus
payments to their residents. As part of the legislation, FMS received a supplemental
appropriation of $64.2 million to help fund its costs for implementing the Act. This
funding will remain available until September 30, 2009. FMS plans to spend the bulk of
the funding - $47.2 million for operations support, most of it on postage.

Since enactment of the Debt Collection Improvement Act of 1996, FMS has collected
about $37.4 billion in delinquent debt. Prompt referral of eligible delinquent debts to
Treasury by federal program agencies is critical to the success of collection efforts. At the
close of fiscal year 2008, FMS reported that 100 percent ($37.6 billion) of the eligible

20 Pyb. L. No. 110-185.
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federal non-tax debts had been referred for collection by payment offset. For the same
time period, FMS reported that 100 percent ($9.3 billion) of the eligible debts had been
referred to the Cross-Servicing Program for collection. Total collections were about
$5.9 billion for fiscal year 2008. This amount includes $1.5 billion from the offset of
Stimulus payments.

Public Debt. The goal of Treasury debt management is to achieve the lowest borrowing
costs over time, and Treasury debt managers commit to regular and predictable debt
issuance in pursuing this goal. Treasury debt management decisions are made through
deliberate and distinct processes, taking into account new information as it may become
available.

The federal debt has two major components: Debt Held by the Public and
Intragovernmental Holdings. Debt Held by the Public is the federal debt held by individuals,
corporations, state or local governments, foreign governments, and other entities outside
the U.S. government. Types of securities held by the public include Treasury Bills,
Treasury Notes, Treasury Bonds, Treasury Inflation-Protected Securities, U.S. Savings
Bonds, State and Local Government Series, Foreign Series, and Domestic Series.
Intragovernmental Holdings are primarily Government Account Series securities held by
federal government trust funds, revolving funds, and special funds. As of September 30,
2007, the total federal debt outstanding was nearly $9 trillion, of which $5 trillion was
Debt Held by the Public, and $4 trillion was Intragovernmental Holdings. The interest
expense on the federal debt during fiscal year 2007 was $433 billion. The following two
figures show the increases to the debt outstanding and interest expense over the last 5
years.

Figure 1 Tu¢a] Grass Federal Debt Qutstanding

{in billions)
$6,783 $7,379 $7.918 58,483 $8,993

2003 2004 2005 2006 2007
As of September 30
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Figure 2
Total Interest Expense

{in billions)
%315 $322 $355 5404 $433

2003 2004 2005 2006 2007
Fiscal Year Ended September 30

| mHek by the Publiz O Intragevernmental Debt Hekings |

Source: GAO; Financial Audit: Bureau of the Public Debt’s
Fiscal Years 2007 and 2006 Schedules of Federal Debt;
GAO0-08-168 (Nov. 7, 2007)

Like FMS, BPD’s operations demand modernized electronic and information system
technology. BPD implemented the TreasuryDirect system in 2002. Currently,
TreasuryDirect holds more than 600,000 accounts.

Due to competing priorities in our office, FMS programs received little performance audit
coverage during recent years. Since we last substantively reviewed FMS payment and
collection systems, federal payments and collections have grown substantially, and
become increasingly electronic. During fiscal year 2008, we initiated a series of audits of
private collection agencies with respect to their compromise of delinquent debt. This was
the first time we looked at FMS debt collection activities since 1999.

We have not performed any recent performance audits of BPD’s programs for managing
the public debt.

Potential Integrity Risks. Integrity risks associated with governmentwide financial services
and debt management, impacting either FMS or BPD or both agencies, include fraud and
abuse by means of (1) unauthorized access to sensitive information; (2) filing false
applications and claims; (3) providing false statements to obtain federal assistance or
funds; (4) diversion of benefit proceeds; (5) check forgery; (6) promised services not
delivered; and (7) misuse and mismanagement of federal funds. Furthermore, program
risks related to this issue area include the inability to collect debt, inability to recover in a
disaster, misallocation of program costs, and disruption of the federal payment function
and service to the public. The changing nature of crime and recent technological
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innovations requires that law enforcement look for and implement new ways and
techniques to identify and prevent future criminal activity.

In an effort to proactively minimize potential integrity risks, OlG plans to explore the use
of data mining methods to analyze FMS payments to reveal hidden patterns relating to
trends, relationships, and correlations between the data.?’ Based upon the collection of
this sensitive data, trends and patterns can potentially identify ongoing fraud and abuse
directed against or occurring within the operations of the FMS.

In-Progress and Planned
Fiscal Year 2009 Projects

FMS Private Collection Agencies Debt Compromise (In Progress)

Audit Objective: To determine whether for compromises on delinquent federal non-tax
debt, the private collection agencies are (1) following private collection agency contract
requirements, including (a) attempting to collect the full amount due before considering a
compromise and (b) compromising at authorized levels; and (2) obtaining adequate
documentation to support each compromise, providing proper justification, and retaining
evidence for the required period. We expect that this audit will require 200 hours to
complete in fiscal year 2009.

Note: Our capacity to undertake the following projects during fiscal year 2009 is contingent
on whether additional MLRs are required.

BPD Administrative Resource Center User Fees Collection and Reimbursable Agreements

Background. The Administrative Resource Center is an office within BPD. The Center’s
mission is to provide administrative support to various federal agencies. As a member of
the Treasury Franchise Fund, the Center does not receive direct appropriated funds, but
instead relies solely on reimbursable revenue to pay all organizational expenses. The
Center relies on reimbursement from its customers. If a federal agency needs a service
provider, the Center provides franchise services.

The Administrative Resource Center provides a wide range of administrative services and
has developed an Internet-based infrastructure to make daily business activities easier for
its customers. The Center’s automated administrative support systems for accounting,
travel, personnel management, and procurement are all available via the Internet.
Currently, the Center has 14 Treasury customers and 50 non-Treasury customers.

2! Data mining is the process of extracting meaningful information from large databases.
TREASURY OIG FiscAL YEAR 2009 ANNUAL PLAN

Page 64



OIG IssUE AREAS AND PLANNED PROJECTS

Governmentwide Financial Services and Debt Management

Audit Objective: To determine whether the Administrative Resource Center has
appropriate agreements for its services and a proper accounting system to (1) operate
independently from BPD funding, (2) ensure proper reimbursement by federal agencies for
all of its services in a timely manner, and (3) account for the full cost incurred for
providing its services. We expect that this project will require 3,000 hours.

FMS Debit Card Program for Social Security Benefits

Background. U.S. Debit Card is an FMS program managed by JPMorgan Chase to give
federal agencies the ability to deliver funds through debit cards, providing an electronic
alternative to checks, drafts, and imprest funds. A subset of the program, Direct Express
Card, is managed by Comerica and provides a mechanism for the delivery of federal
benefits, such as Social Security payments. The program provides an electronic funds
transfer alternative for unbanked Social Security and supplemental security income
recipients and will significantly increase the number of payments issued via debit cards.

Audit Objective: To determine how information about debit card recipients will be
safeguarded and how JPMorgan Chase and Comerica were selected to be the financial
agent banks for this service. We expect this audit will require 2,000 hours.

FMS Controls Over Dishursement Activities

Background. FMS is responsible for disbursing federal government payments such as
Social Security, veterans’ benefits, and income tax refunds. Checks are printed and mailed
from FMS’s four regional financial centers located in Austin, Texas; Kansas City, Missouri;
Philadelphia, Pennsylvania; and San Francisco, California. The centers issue payments by
electronic funds transfer and paper check. In fiscal year 2008, FMS issued nearly one
billion payments via paper check and electronic funds transfer, with a dollar value of
nearly $1.8 trillion. For fiscal year 2008, nearly 794 million payments were issued via
electronic funds transfer, representing 79 percent of all FMS payments, while 205 million
paper-check disbursements were made, representing 21 percent of FMS payments. With
federal payments totaling approximately $1.8 trillion annually, the reliable and accurate
processing of federal payments is an essential part of supporting the U.S. economy.

Audit Objective: To determine, through a series of audits involving both electronic funds
transfers and check payments, whether FMS has adequate internal controls over its
disbursement process to ensure the integrity of payments. We expect that these projects
will require 2,000 hours each.
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Projects Under Consideration for

Future OIG Annual Plans

FMS Appropriation for the Economic Stimulus Act of 2008

Audit Objective: To assess how FMS uses the appropriated funds it received for the
Economic Stimulus Act of 2008. We expect that the audit will require 1,500 hours.

FMS Oversight of Lockbox Operations

Background. The Treasury automated lockbox network is comprised of designated
financial institutions selected by FMS to provide lockbox remittance services for federal
agencies. The financial institutions are strategically located to minimize mail, processing,
and collection float.

Lockbox processing was adopted as a means of accelerating deposits to the Treasury’s
General Account at the Federal Reserve Bank of New York. Agencies instruct remitters to
mail payments directly to a Treasury designated lockbox bank. The bank assigns a unique
lockbox post office box number to facilitate receipt and processing of collections for each
agency program. The bank transfers deposits to the Federal Reserve on a daily basis for
credit to the agency accounts and processes remittance advices according to FMS and
agency instructions. Compensation to the banks for these services is provided by
Treasury.

For fiscal year 2008, total lockbox collections were approximately $446 billion, of which
nontax collection was almost $24 billion, while tax collection was almost $422 billion.
Several incidents of loss or mishandling of essential documents and thefts at lockbox
financial agents have been reported. For example, in 2006, TIGTA identified 54 checks
totaling $2.8 million as stolen from a lockbox in Dallas. Another case involved missing
passport applications from a lockbox in Delaware.

Audit Objective: To determine whether FMS’s oversight of lockbox financial agents is
effective. We expect that this project will require 2,000 hours.

FMS Debt Check Program

Background. Debt Check is an Internet-based system for use by federal agencies and
outside lenders engaged in making federal loans, loan insurance, and loan guarantees.
Agencies can search the FMS Debt Check database to confirm whether applicants for
federal financial assistance owe delinquent, nontax debt to the federal government or
delinquent child support. Federal agencies are required to deny loans, loan insurance, or
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loan guarantees to individuals that owe delinquent nontax debt to the federal government.
Queries are submitted on-line and if the records indicate that a debt is owed, the lending
agency informs the loan applicant of the debt, and the loan applicant will likely contact the
creditor agency to pay or otherwise resolve the debt, or get confirmation that the debt is
not valid or that some other error was made. Until the debt is resolved, the applicant
would potentially be barred from receiving the loan, loan insurance, or loan guarantee.

The Debt Check system is designed to complement existing sources of information
available to agencies to provide an additional tool to bar delinquent debtors from obtaining
federal loan assistance. Unless improved access to delinquent debt information is
achieved, the risk that delinquent federal debtors would be able to secure new forms of
financial assistance from federal agencies will continue. However, Debt Check wiill
complement the other systems, serving as an additional source of debt information and
helping to maintain debt collection.

Audit Objective: To determine whether FMS implemented the Debt Check program
effectively. As part of this audit, we will confirm the accuracy of information in the Debt
Check system to ensure the correct identification of delinquent debtors. We expect that
this project will require 1,600 hours.

FMS’s Collection Strategy

Background. FMS is developing and implementing a long-term collection strategy. This
strategy would involve the design of a collection mix for each agency that would achieve
cost efficiency by using the most cost-effective collection methods for each agency. The
approach is aimed at lowering transaction costs for each agency, thereby lowering overall
costs to the federal government. According to a 2008 GAOQO report, Credit and Debit
Cards: Federal Entities Are Taking Actions to Limit Their Interchange Fees, but Additional
Revenue Collection Cost Savings May Exist as of March 2008, FMS had reviewed eight
federal entities and identified potential cost savings or efficiencies at each, but none of
them signed an agreement.?? The report recommended that to expeditiously realize
additional cost savings, FMS should develop a full implementation strategy, including
timelines for completion, cost savings estimates, and assessment of needed resources for
its revenue collection review program.

Audit Objective: To determine whether FMS has taken action to implement the new
revenue collection strategy and evaluate its effectiveness. We expect that this audit will
require 2,000 hours.

22 0IG-08-558 (May 15, 2008).
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FMS Control of Its Card-acquiring Bank’s Interchange Management

Background. In fiscal year 2007, federal entities accepted credit and debit cards for over
$27 billion in revenues and paid at least $433 million for the fees associated with
providing card services. For those able to separately identify interchange costs, these
entities collected $18.6 billion in card revenue and paid $205 million in interchange fees.
Interchange fees are payments that the card-acquiring banks providing card services made
to the banks that issued the cards. For fiscal year 2008, FMS’s portion of credit and debit
card-acquiring revenue collected was approximately $8.2 billion, with interchange fees
paid of $90 million.

Audit Objective: To determine whether FMS is monitoring its card-acquiring bank’s
interchange management adequately. As part of this audit, we will follow up on GAQO’s
findings from its May 2008 report, Credit and Debit Cards: Federal Entities Are Taking
Actions to Limit Their Interchange Fees, but Additional Revenue Collection Cost Savings
May Exist.??> We expect that this project will require 1,600 hours.

BPD’s TreasuryDirect

Background. BPD securities transactions have increasingly gravitated to on-line purchases
over the years. BPD developed TreasuryDirect as the centerpiece of Treasury’s effort to
achieve an all-electronic issuance of retail securities, allowing investors to conduct their
investments and account management activities on-line through a single portfolio account.
Although this has reduced administrative costs, it has posed new challenges and risks
associated with an on-line processing environment. During October 2002, BPD
implemented its new TreasuryDirect system, where consumers buy U.S. Savings Bonds
and manage their holdings in an electronic, paperless environment. In October 2005, BPD
began offering marketable Treasury securities in the system. TreasuryDirect currently
holds approximately 600,000 accounts. Treasury recently provided access cards, an
additional customer-based authentication mechanism, to all account holders. Since 2002,
Treasury has used single factor authentication, requiring passwords and other information
that an account holder knows to conduct transactions. By November 2008, Treasury
plans to require all account holders use both passwords and access cards to access their
accounts. This multifactor authentication is more reliable and difficult to compromise than
single factor authentication.

Audit Objective: To determine whether BPD has adequate computer security controls,
including fraud deterrence, for transactions conducted over the Internet-based
TreasuryDirect system. We expect that this audit will require 2,500 hours.

2 0I1G-08-558 (May 15, 2008).
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FMS Treasury Check Information System

Background. FMS developed the Treasury Check Information System in fiscal year 2006
to replace the Check Payment and Reconciliation System. The Treasury Check Information
System will record and reconcile the worldwide issuance and payment of U.S. Treasury
checks. This system will also allow end users to query the Payments, Claims, and
Enhanced Reconciliation system for claim status on Automated Clearing House payments.
The Payments, Claims, and Enhanced Reconciliation system also provides on-line access
to payment status, the capability to i